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Introduction 

Welcome to this update guide for the exam 70-282, “Designing, Deploying, and 
Managing a Network Solution for a Small- and Medium-Sized Business,” which is a key 
requirement for becoming a Microsoft Small Business Specialist. This guide is intended 
to achieve the following goals: 

 Assist you in passing the refreshed 70-282 certification exam. 

 It is recommended that you read the “70-282 Refreshed” article published in the 
August 2006 issue of the SMB Partner Community magazine, to learn more about 
the updated exam content. 

For more information on the article, refer to the following URL: 

www.smbnation.com 

 Provide you the updated content that supplements the Microsoft Small Business 
Specialist Primer & 70-282 Exam Preparation Guide! from SMB Nation Press. 

Note   The guide is intended to update, and not replace, the popular red book. 

 Provide you extensive references to external information sources that can help 
enhance your understanding on a specific topic; although the “quick hitter” approach 
that is used in the guide will suffice in achieving that. 

How to Use This Guide 

This guide provides an overview of the 70-282 certification exam and helps you prepare 
for it. It is recommended you start by simply reading this guide completely and endeavor 
to increase your test taking skills for the 70-282 exam. Once through, integrate the 
concepts from your studies herein with your real-world experience as a small business 
technology consultant serving real customers. The integration will serve you well in 
successfully completing the 70-282 exam.  

What You Should Already Know 

 

It is assumed that you have the required general computer technology experience level 
in the small and medium business sectors. For example, it is assumed that you are 
aware of networking protocols like TCP/IP. 

As the guide was being visioned in the fall of 2006, it occurred to the authors that the 
readers of this guide are likely to know much of what is needed to successfully complete 
the 70-282 certification exam. This update guide further enhances your understanding of 
the 70-282 certification exam, and like the popular red book, is designed to get you to 
prepare and pass it. 

Note   The authors of this guide while researching for the material needed to write this guide interacted 
with to several experts. One expert suggested that you should pass 70-290 Managing and Maintaining a 
Microsoft Windows Server 2003 Environment from Microsoft before attempting the 70-282 certification 
exam. This strategy will surely assure success. We, however, agree that this strategy helps if you have 
time to take the 70-290 exam. 

 

http://www.smbnation.com/
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What You Need to Know 

Before taking the 70-282 exam, you need to know its domain test objectives. These are 
defined at the Microsoft Learning site, which is at the following URL: 

http://www.microsoft.com/learning/exams/70-282.asp 

The refreshed 70-282 certification exam in the early 2006 period completely adheres to 
the existing domain test objectives. However, there are subtle updates that are 
befuddling and bewildering to current test takers. 

In addition to the domain objectives, you need to be able to display your technical 
competency and business acumen in serving small and medium business customers in 
the infrastructure realm. The 70-282 certification exam is not a hard-core technical exam 
like the various MCSE certification exams, but it is sufficiently technical enough that a 
commission-based, information technology (IT) services sales person without technical 
depth, will not be able to pass. 

The 70-282 exam is balanced between technical and business topics. As such, some 
small and medium business consultants do not consider the exam technical enough to fit 
their view of that a certification exam should be. However, the authors consider the 70-
282 certification exam, one of the best exams that Microsoft® produced with its business 
emphasis. 

Chapter two, “Technical Topics,” of this guide provides detailed information on what you 
need to know about the certification exam.  

Why You Need to Know It 

You may answer this question as simply as "to pass the 70-282 certification exam and 
become a Small Business Specialist!" However, it is important that you are aware of 
some trouble spots on the 70-282 exam that relate to the following: 

 Mid-sized deployments: The first iteration of the 70-282 certification exam quickly 
gained a reputation for being a Windows Small Business Server 2003 exam. The 
update introduced significantly more medium business topics and it has since 
hindered the loyal Small Business Server consultant in successfully completing the 
test.  

 New product updates, refreshes, and releases: Chapter two of this guide covers 
later product releases that appear on the 70-282 exam, such as Microsoft Internet 
Security and Acceleration (ISA) Server 2004 and Microsoft SQL Server™ 2005. 

Note   A mere mention of a new product release or a medium-size scenario does not mean that you need 
mastery of these areas.  

More importantly, successfully passing the 70-282 certification exam validates your 
competency as a technical professional in the small and medium business space. You 
should be very proud of reaching this goal.  

Think of this as synergy. The drive and commitment you need to successfully pass the 
70-282 certification exam are in effect the same success factors that you will incorporate 
into your successful technical professional life. The efforts expended to pass the test and 
become a Small Business Specialist will serve you well when you serve real-world 
customers. With this guide, you are merely days away from the increased synergy in 
your life and, ergo, increased professional pride and profitability. 

http://www.microsoft.com/learning/exams/70-282.asp
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Who Should Read This Guide 

As one Microsoft manager succinctly said during the visioning of this guide, “Anyone 
who wants to pass the 70-282 certification exam!” Beyond this obvious audience, the 
following audience can also benefit from this guide: 

 Students at technical, vocational-technical, and academic colleges, studying IT with 
an interest in small and medium business 

 Business owners seeking to validate their own technical know-how in the small and 
medium business infrastructure area 

 Small and medium business managers at large software development firms, 
independent software vendors (ISVs), vendors, suppliers, and distributors. 

Who Should Not Read This Guide 

Everyone wants to save time, be efficient, and stay focused in their lives. Following is a 
list of people who are not encouraged to read this guide: 

 People who have already passed the 70-282 certification exam 

 You can take the 70-282 exam only once. If you have already passed this test, 
you do not need to read this guide.  

 People who do not have any interest in small and medium business technology 

 People with an existing consulting relationship with a Small Business Specialist 

You may want to stay focused on other business areas while your Small Business 
Specialist runs your network.  

Reaching the Authors 

The authors of this guide love your feedback. In fact, feedback from readers resulted in 
creating of this update guide. 

You too can reach the authors of this guide at sbs@smbnation.com. 

In addition, you can subscribe to the SMB Partner Community magazine by referring to 
the following URL: 

www.smbnation.com 

 

 

mailto:sbs@smbnation.com
http://www.smbnation.com/
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Chapter One 

Successful Test-Taking Tips 

The experiences of the authors for delivering the worldwide 70-282 certification exam 
cram workshops have resulted in a key finding. The finding explores that many 
attendees are afraid to sign up and take the 70-282 certification exam. The reasons are 
varied and range from fear of failure to not knowing how to sign up for the exam. This 
chapter will assist you in overcoming your test-taking fears and replace them with 
interesting and exciting study approaches. The end result is to equip you to successfully 
pass the 70-282 certification exam.  

In this chapter, considerable inputs are taken from our professional peer and esteemed 
colleague, Tcat Houser. Not many readers know that Tcat was a member of the original 
Windows® Small Business Server (SBS) development team in the mid-1990s. He was 
also instrumental in visioning several of the SBS components like the Internet Service 
Provider (ISP) referral tool in SBS 4.0. After leaving the SBS development team, Tcat 
focused increasingly on training approaches, resulting in his landmark work, Certification 
Success. Again, with his permission, we present many of his ideas in this chapter to 
assist you in passing the 70-282 certification exam. 

Study Groups 

The concept of study groups is used in universities, recovery movements, and other 
such venues. In the context of this 70-282 update guide, you should consider creating a 
study group to help prepare for the 70-282 exam. This is already occurring through SBS 
user groups with special interest groups (SIGs). 

For more information on SBS user groups, refer to the following World SBS User Groups 
URL: 

http://www.sbsusers.org/  

For information on alternative listing, refer to the following URL: 

www.sbsgroups.com 

Each of these Web sites can provide you with information to get involved with your local 
SBS user group and therefore, enable you to form a 70-282 study group. However, you 
can also consider other approaches as a reference. 

Success Teams 

A success team, according to Tcat, is a group of people who support each other in the 
pursuit of short-term goals. It is neither a long-term association nor a group that will 
accept excuses. Tcat even mentions that you do not have to like everyone in a success 
group. Essentially, using a success team as a 70-282 study group allows you to 
accomplish the goal of passing the certification exam much more efficiently than you 
could individually.  

 

 
 

http://www.sbsusers.org/
http://www.sbsgroups.com/
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Divide and Conquer 

Because the 70-282 domain exam objectives are comprehensive, the strategy of 
dividing study areas amongst success team members is compelling. In addition, 
members with assigned study areas will report back the finding to the entire success 
team. This is study synergy. 

 

Positive Group Think 
Groups have a very important and powerful role in training scenarios. The authors 
realize some readers may have resistance to the idea of groups having bad experiences 
sitting in long unproductive meetings. However, a positive approach is preferred. Groups 
are good for motivating group members because groups put success pressure on each 
member. This is the accountability aspect. This is a well-proven paradigm and used 
extensively in the addiction recovery movement. Take advantage of the positive synergy 
of groups through a success team in preparing for your big day – when you take and 
pass the 70-282 certification exam. 

Note   According to Tcat’s works, a single ox can pull 450 kilograms. A pair of ox teamed can pull 2,275 
kilograms. This is an advantage and shows the value of participating on a success team.  

Success Team Data Points 
Tcat‟s work emphasizes more than once that: 

 First, get to know yourself by completing the simple personality test.  

Refer to the following URL for the test: 

http://www.humanmetrics.com/cgi-win/jtypes2.asp 

 This will allow you to compare yourself with the success team. Compensate for 
weakness and minimize your anxiousness when you take the 70-282 certification 
exam.  

 Refer to Figure 1-1 for the results. 

 It is important to give the success team a name (for example, Golden Eagles) to 
build community spirit.  

 Pick a team captain who will lead the team. There will be further information 
available on captain.  

 Beware of avoidance patterns – reading, eating, and watching television (TV). 
These are well-known critical non-success factors in your goal of passing the 70-
282 certification exam. 

Figure 1-1 

Your Type is 

 
 

Extroverted Intuitive Thinking Perceiving 

Strength of preferences percent 

1 38 25 33 

Qualitative analysis of your type formula 

Figure 1-1: Test results allowing the opportunity to learn more about yourself and better prepare for a 

high stress endeavor like taking the 70-282 certification exam.  

ENTP 

http://www.humanmetrics.com/cgi-win/jtypes2.asp
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Figure 1-1 test results explain that you are: 

:  

 slightly expressed extrovert 

 moderately expressed intuitive personality 

 moderately expressed thinking personality 

 moderately expressed perceiving personality 

MSN 70-282 Success Team group 

You will pass the 70-282 exam and become a Small Business Specialist if you are 
sincere and dedicated to the exam. To assist you, the authors have created and will 
monitor a MSN online group. Details for the group are: 

 Title: 70-282 Exam Cram 

 URL Location: http://groups.msn.com/70-282ExamCram/homepage  

 E-mail: 70-282ExamCram@groups. msn.com 

Next Steps 

Following are the subsequent steps you need to follow: 

 Join the 70-282 Exam Cram group (at the earlier mentioned URL). Membership 
is open and you will be immediately and automatically verified.  

 Make introduction on the group. 

 Start a sub-group, which is your success team, by forming another MSN group.  

 To create a MSN group, refer to the following URL: www.msn.com  

 An alternative is to join an existing 70-282 success team created by others.  

 The authors will assist in going forward with the process, helping groups form 
and offering encouragement. Note that all members of the 70-282 Exam Cram 
group will also receive Beatrice Mulzer‟s monthly certification testing newsletter 
(through e-mail).  

The Wheel 

Life in an IT industry as a consultant, seeking to stay updated with the latest information 
has been depicted as a hamster running around a wheel. The good news is that 70-282 
certification exam preparation is not that strenuous. Instead, the wheel metaphor is 
invoked to guide the success team.  

Team leader 

The Team leader ensures that things run smoothly. Meetings are scheduled, basic 
agendas are set and as far as possible, special requests are accommodated. Why will 
someone want to be a team leader? The reasons vary however, more business is 
preferred. Tcat refers to this person as the Success Team Capitan (STC) in his 
research.  

http://groups.msn.com/70-282ExamCram/homepage
http://www.msn.com/
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Ground Rules 

Please incorporate and add these ground rules in your 70-282 certification exam 
preparation. The ground rules are as follows: 

Purpose: In general, the purpose of the success team meetings is to study. 

 Scheduled meetings: When the authors conducted 70-282 exam cram 
workshops in Europe, an important lesson learned was that the formality of 
scheduled meetings was taken very seriously. Therefore, be formal and have 
scheduled meetings. 

 On time, every time: Again, the authors found that Europeans start the meeting 
exactly on-time, even if only two people have appeared. Therefore, ensure that 
meetings start on time. 

 On topic: Everyone appreciates meetings that stay on topic. An agenda can 
assist in this area. Therefore, ensure that there is pre-defined agenda for the 
meeting. 

 Reporting: At the start of each meeting, briefly report what occurred at the last 
meeting. Under the formal Robert‟s Rules of Order, this will be known is reading 
the minutes. Therefore, ensure that the minutes are briefed. 

 Challenges: Be sure to use the meeting format to encourage your fellow brethren 
and assist each other in overcoming challenges, such as staying motivated. 
Therefore, ensure that the team is motivated to take up the challenges. 

 Over-communicate through phone and e-mail: Essentially, you need to really use 
your study buddies on the success team to make it happen for you. Make a 
phone call, send an e-mail, send and instant message to each other often to 
communicate.  

 “Tell It To The Wall: Perhaps you have built up tension and have an off-task 
issue. Do not burden your fellow success team members with personal issues 
not directly related to passing the 70-282 certification exam. 

Checkpoints 

To succeed in a success group, you need checkpoints. Following are the checkpoints 
you can quickly refer to:  

 Study one topic at a time. As a success team, undertake the study of one 70-282 
domain test objective at a time. The completion of each major domain test 
objective area represents a checkpoint.  

 Validating checkpoints. Seek consensus amongst success team members 
regarding whether all members understand the topic area being covered by the 
domain test objective or not.  

 Tangible, measurable results. Design your checkpoint with some tangible 
measurable result (TMR). Perhaps a group member can write up a few sample 
questions from the study area to test the understanding of the success team 
members. This test writing role could be rotated among success team members.  

 Feedback. According to Tcat, feedback is an essential part of any complex 
system. Feedback, gathered informally during your meetings or through surveys 
(the authors prefer survey methods at their 70-282 exam cram workshops), can 
result in positive course corrections. If you create a survey form, consider a 1 
(negative) to 9 (positive) scale for responses. Following are the two sample 
survey questions:  

How often do you ensure that you understand what other team members mean 
before reacting with a positive or negative response?  

How often do you ensure that the rest of the group knows all the data you have 
about the current topic of discussion? 
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Tips and Tricks 

Numerous well-known techniques for exam preparation are available. Many of these are 
discussed in the red book (Microsoft® Small Business Specialist Primer and 70-282 
Exam Preparation Guide!, SMB Nation Press). A summary of these approaches include: 

 Memorization. Consider word spinning techniques such as rhymes, phrases and 
acronyms to memorize technical details to pass the 70-282 certification exam. 
For example, one of the authors remembers a phrase from the earlier version of 
Microsoft® Windows NT® MCSE era called UGLR. That is, where users are 
placed in global groups. Global groups where users placed in local groups and 
these local groups where users are then assigned resource permissions.  

 Flash cards. Observe how a young learner prepares for an exam in grade 
school. The learner will often take a 3-by-5 inch card and write a question on 
one-side. The answer is placed on the other side. Further, the learner will work 
through the deck of cards in a flash card manner where the question is read, an 
answer is attempted and then verified on the back-side. You are encouraged to 
create flash cards as part of your study technique.  

 Test Simulations. Microsoft has some excellent, complimentary sample test that 
you should certainly complete as you prepare for the 70-282 exam.  

For more information on the sample test, refer to the following URL: 

http://www.microsoft.com/learning/assessment/default.mspx 

Complete the assessments for Windows Small Business Server and Windows 
Server™ 2003.  

 

Note   Refer to the “Resource” section available at the back of this book for more test simulation 
resources, such as paid exam cram software.  

Success Secrets 

The four success secrets are: 

 70-282 discount coupons. 

 Business Thinking. 

 Revisionist History. 

 Pass the 70-290 certification exam first. 

70-282 Discount Coupons 

If you are reading this 70-282 update guide in 2006, you might be interested in knowing 
that the authors have some 30 percent discount coupons (vouchers) to reduce the cost 
for you to take the 70-282 certification exam. Note that these discount coupons expire on 
12-31-2006. To obtain a discount coupon, while supplies last, please e-mail your request 
to coupons@smbnation.com with the following information:  

 State your request for the 70-282 discount coupon (30 percent off). 

 Provide your name, address, city, state or province, postal code, and country. 

 Provide a contact telephone number. 

 

Note   The authors occasionally have access to additional discount coupon, therefore, if you are reading 
these details after 2006, you are still encouraged to send an inquiry e-mail to the earlier address with the 
required information.  

http://www.microsoft.com/learning/assessment/default.mspx
mailto:coupons@smbnation.com
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Business Thinking 

Finally, the aim is to see you succeed as a profitable Small Business Specialist and 
become a Small Business Specialist where you will imbibe both the business and 
technical qualities. Following resources will help to achieve these qualities: 

 SMB Consulting Best Practices (Brelsford) – learn about the Finder, Minder, 
Grinder roles in being a success Small Business Specialist consulting to small 
businesses in this well-received book.  

 Take the small business entrepreneur test available at the following URL: 
http://www.humanmetrics.com/sbp/BusinessTypes.asp.  

It will cost you $4.00 USD; however, it can save you thousands of dollars by 
knowing your business owner fitness level. 

Revisionist History 

Keeping your eye on the ball is both a sports metaphor and good business advice. If you 
have watched successful individuals, you will often observe that they are very focused in 
their endeavors. You should try to posses the same focus. Remember the facts while 
reading the 70-282 Re-examined article (re-printed with permission of SMB Partner 
Community magazine) at the 70-282 Exam Cram group on MSN that was referenced 
early in this chapter. It is appreciated if you avoid some of the emotion displayed on the 
popular online newsgroups (for example, the SBS Yahoo newsgroup) when word was 
received that the 70-282 certification exam was refreshed by Microsoft in early 2006.  

 

Three Ms: Medium-size, Mid-sized, and 

Multiple Locations 

Perhaps the greatest challenge to test takers of the refreshed 70-282 certification exam 
has been the introduction of medium-sized, mid-sized, and multiple location topics (the 
3Ms). In the past, the 70-282 exam had a reputation for being an SBS 2003 exam 
focused on small businesses. This reputation has now changed. 

Strategic Business Sense 

In general parlance, any standalone discussion on the 70-282 certification exam of the 
3Ms will typically be in a strategic business context. To explain this viewpoint, here is the 
story of a leading Small Business Specialist well-known to both the authors.  

MC lives in Phoenix, Arizona and is a successful Microsoft Gold Partner with 10 
employees. He is fond of Windows Small Business Server 2003 but many of his 
customers have higher requirements. These requirements exceed the limitations of 
Windows Small Business Server 2003 (such as Client Access Licenses). The prized 
customer of MC is a leading home builder with five offices spread across Arizona and 
this multiple office scenario caused MC to reconsider how the new Windows 
Server 2003 network might be designed and implemented. For example, having a 
domain controller (DC) at each site was ideal so that important networking services, 
such as Domain Name System (DNS), could be provided locally at local area network 
(LAN) speeds. This strategic business thinking is Microsoft-centric up to this point. 

Let us introduce an additional business topic that surfaced for MC in the multiple location 
implementations: voice service. MC decided that it was a good decision to have a wide 

http://www.humanmetrics.com/sbp/BusinessTypes.asp
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area network (WAN) that is capable of supporting both data and voice traffic. Because in 
Arizona, intra-LATA telephone calls (for example, within-the-state) are very expensive as 
compared to inter-LATA telephone calls (out-of-the-state). Therefore, today the home 
builder has a robust WAN-based network that connects all of his offices and you can ring 
a distant co-worker with a simple internal telephone extension.  

The above example is to provide context for the type of 3Ms discussion you can expect 
to encounter in the 70-282 exam.  

Technical Considerations 

The 3Ms can also be presented in the 70-282 exam from a technical point of view. Part 
of the discussion can be architectural such as slow WAN links and Active Directory® 
directory service database replication. The other type of discussion could be “bits-based” 
such as using some type of Quality of Service (QoS) to ensure that certain packet traffic 
types receive higher transmission priority over the WAN, linking multiple sites.  

If your background knowledge is in the small business area, the 3M topics discussed 
here might be new to you. You can count on this test area in the 70-282 certification 
exam.  

Note   The sample test questions in chapter 3 of this guide contain a 3M-type scenario to test your 
understanding. 

 

Pass the 70-290 Certification Exam First 

Something mentioned briefly in the “Introduction” section of this guide is worth repeating 
again. An esteemed colleague of the authors convincingly argued that success on the 
refreshed 70-282 exam is assured if you first pass the 70-290 Managing and Maintaining 
a Windows Server 2003 Environment certification exam. Why? Because the 70-290 
certification exam is oriented towards the Microsoft System Administrator title and 
focuses on the mid-size organization space. We also recommend taking a look at, 70-
291 Implementing, Managing, and Maintaining a Microsoft Windows Server 2003 
Network Infrastructure, it outlines studies towards the core networking concepts in the 
„3M‟ space. This is a key modification in the current version of the 70-282 certification 
exam compared to the earlier exam version.  

Summary 

This chapter provided core test preparation knowledge to prepare you for taking and 
passing the 70-282 certification exam. This guide is not intended to be a comprehensive 
guide for test preparation; however, this chapter has highlighted approaches you can 
quickly use to efficiently become a Small Business Specialist. Special emphasis was put 
on using study groups in the form of an online success team, understanding the 
certification wheel, and using common preparation approaches such as flash cards.  

The next chapter will deliver technical content focused specially on the refreshed “delta” 
features of the 70-282 certification exam.  
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Chapter Two  

Technical Topics 

This chapter provides the necessary technical and analytical context to assist the 
aspiring small business technology consultant to better understand concepts, terms, and 
operating practices for topics that are beyond Microsoft® Windows® Small Business 
Server 2003 (Windows SBS) server software. The 70-282 certification exam covers 
medium-sized business topics. This chapter will better prepare you for this functional 
area.  

Note    You already know from the introduction that it is also our goal to have this guide serve you as an 
exam update in addition to our popular Microsoft Small Business Specialist Primer & 70-282 Exam 
Preparation Guide. There are many topics not covered in this guide that are covered in the Microsoft Small 
Business Specialist Primer & 70-282 Exam Preparation Guide!. For instance, if you want more information 
on the backup utility, Automated System Recovery (ASR) or types of backup that can be performed, you 
will not find them in this guide because they have already been covered in the Microsoft Small Business 
Specialist Primer & 70-282 Exam Preparation Guide.  

 

Understanding the Plumbing 

In this chapter, you will find focused, bullet point centric, bare-naked collections of 
relevant information about Microsoft Windows Server™ 2003 operating system core 
components. You are expected to know the core concepts of Windows Server 2003 
because Windows SBS 2003 is based on Windows Server 2003.  

For more technical information about Windows Server 2003, refer to: 

http://www.reskit.com, from where you will be redirected to specific topics. You should 
read on any topic that sparks your interest, every night for 30 minutes.  

http://www.microsoft.com/technet, where you will find great articles and endless hours of 
technical reading material. You may scan the sections in this chapter and follow the 
listed links to read in depth about the specific items.  

Note   Do not get fooled by the decoy. Here is a tip from one of the authors that you may use during your 
exam: Years ago during a Microsoft exam working towards my MCSE under NT4, I remember one question 
that had ASR400 listed as one of the answers. Needless to say, it did throw me off for a second, but I 
realized that this was just a decoy – the exam question was testing me on something other than my 
technical knowledge, it was more about that I understood the CONCEPT of the question. The point is, if 
you encounter a scenario that just seems too farfetched during the exam, instead of running through 50 
different technical solution options on how this could possibly work, take a step back, take a breath and 
re-examine the question and check that it may just wants to know if you got the concept (the old KISS 
principle – Keep It Simple Stupid). 

As you peruse this guide, you may encounter terminology that you are not aware of or do not understand, 
therefore, this guide also serves as a knowledge checkpoint. We highly recommend that you follow the 
listed URLs available for such topics to enhance your understanding of the technology. 

Windows Server 2003 

You should have a general understanding of the differences of each server edition and 
when one should be recommended over the other. For a side-by-side comparison of 
features, refer to the following URL: 
http://www.microsoft.com/windowsserver2003/evaluation/features/comparefeatures.msp
x 

http://www.reskit.com/
http://www.microsoft.com/technet
http://www.microsoft.com/windowsserver2003/evaluation/features/comparefeatures.mspx
http://www.microsoft.com/windowsserver2003/evaluation/features/comparefeatures.mspx
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Standard Edition 

The Windows Server 2003, Standard Edition includes:  

 Maximum 4 GB RAM and minimum 128 MB RAM.  

 Four-way symmetric multiprocessing (SMP).  

 Designed for small organizations, workgroups and branch offices. 

 File and printer sharing, the Active Directory® directory services centralized 
management, Web services and secure Internet connectivity. 

For more information about the system requirements, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/b20bdd4b-a46a-41f8-8fef-
2d2e7e3cc4401033.mspx  

Enterprise Edition 

The Windows Server 2003, Enterprise Edition includes:  

 Maximum 32 GB RAM for the 32-bit version (x86-based). 

 Maximum 64 GB RAM for the 64-bit version (Itanium-based). 

 Minimum 128 MB RAM for both, the 32-bit and 64-bit versions. 

 Supports up to 8 processors (for both, the 32-bit and 64-bit versions). 

 Designed for medium to large sized organizations. 

 Has all features of the Standard Edition. 

 Supports clustering – not available in Standard Edition. 

For more information about the system requirements, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/de723537-50fb-4a23-b09c-
163ec1629d361033.mspx  

Datacenter Edition 

The Windows Server 2003, Datacenter Edition includes: 

 Maximum 1 TB RAM, minimum 512 MB RAM.  

 Supports up to 64 processors (64-bit version) and 32 processors (32-bit version). 

 Designed for large enterprise organizations. 

 Must be purchased through an OEM.  

 Supports clustering. 

For more information about the system requirements, refer to the following URL: 

http://www.microsoft.com/windowsserver2003/evaluation/overview/datacenter.mspx  

Web Edition 

The Windows Server 2003, Web Edition includes:  

 Maximum 2 GB RAM, minimum 128 MB RAM.  

 Designed for small organizations needing to build and host Web applications and 
services. 

 Incorporates ASP and .NET framework functionality targeted towards developers 
and ISPs. 

For more information about the system requirements, refer to the following URL: 

http://www.microsoft.com/windowsserver2003/evaluation/overview/web.mspx  

http://technet2.microsoft.com/WindowsServer/f/?en/library/b20bdd4b-a46a-41f8-8fef-2d2e7e3cc4401033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/b20bdd4b-a46a-41f8-8fef-2d2e7e3cc4401033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/de723537-50fb-4a23-b09c-163ec1629d361033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/de723537-50fb-4a23-b09c-163ec1629d361033.mspx
http://www.microsoft.com/windowsserver2003/evaluation/overview/datacenter.mspx
http://www.microsoft.com/windowsserver2003/evaluation/overview/web.mspx
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Active Directory Overview 

Active Directory is a structured data store providing information about objects on the 
network in a logical, hierarchical organization of directory information. Active Directory 
objects are shared resources such as servers, volumes, printers, network users, 
computer accounts, and other distributed resources.  

For a quick introduction of Active Directory, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/6f8a7c80-45fc-4916-80d9-
16e6d46241f91033.mspx?mfr=true  

Replication 

The data store (referred to as the directory) is located in the Ntds.dit file on the domain 
controller. The data store is separated into:  

 Private data: Stored securely and not replicated. 

 Public data: Stored in a shared system volume and replicated to other domain 
controllers. 

The public data store replicates the following data with other domain controllers: 

 Domain data: Contains information on objects in the domain such as user and 
computer account attributes, e-mail contacts, and published resources. 

 Configuration data: Contains a list of all domains, trees and forests, and the 
locations of domain controllers and global catalogs. 

 Schema data: Contains the definitions for all objects in the directory. Schema 
data is made up of object classes and attributes. Every new object created in the 
directory is validated against the schema object definitions. 

 Application data: Can be replicated to a specific domain controller or a set of 
domain controllers anywhere in the forest and is not part of the directory data 
store by default.  

To keep directory data on all domain controllers consistent and up-to-date, Active 
Directory replicates directory changes on a regular basis. Following are the two types of 
methods of replication: 

 Intra-site replication: Replication within a Web site using remote procedure call 
(RPC). 

 Inter-site replication: Replication to domain controllers in different sites using 
RPC over TCP/IP or SMTP. 

For more information about the Active Directory replication topology, refer to the “What Is 

Active Directory Replication Topology?” and “How Active Directory Replication Topology Works”.  

Global Catalog 

A global catalog is a domain controller that stores a full copy of all of its host domain 
objects and a partial copy of objects of all other domains in the forest. The global catalog 
enables users to perform searches for directory information throughout all domains in 
the entire forest. Perform the following steps to enable or disable the global catalog: 

1. Open Active Directory Sites and Services/Sites/Your_Name DC 
site/Servers/Your_Server_Name. 

2. Right-click NTDS Settings and click Properties. 

3. Select or clear the Global Catalog check box to enable or disable the global catalog. 

 

 

http://technet2.microsoft.com/WindowsServer/en/library/6f8a7c80-45fc-4916-80d9-16e6d46241f91033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/6f8a7c80-45fc-4916-80d9-16e6d46241f91033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/0ac09f72-a790-48a9-a72f-d7328f9d937f1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/0ac09f72-a790-48a9-a72f-d7328f9d937f1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/0ac09f72-a790-48a9-a72f-d7328f9d937f1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/c238f32b-4400-4a0c-b4fb-7b0febecfc731033.mspx
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For more information about global catalog, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/50c52ded-1703-4fe4-93a5-
f5bec42619ad1033.mspx  

Active Directory Functional Levels 

There are two types of Active Directory functional levels, domain functional level and 
forest functional level.  

Domain Functional Level 
This level is an extension of the mixed and native domain modes that were available in 
Microsoft Windows 2000 Server operating system. Domain functional levels affect the 
domain only. There are four domain functional levels: 

 Windows 2000 mixed (default functional level)*. 

 Windows 2000 native. 

 Windows Server 2003 Interim. 

 Windows Server 2003. 

Forest Functional Level 
This is a new level in Windows Server 2003, enables Active Directory features across all 
domains in the forest. There are three forest functional levels: 

 Windows 2000 Server (default functional level)*. 

 Windows Server 2003 Interim. 

 Windows Server 2003. 

* New Windows Server 2003 Active Directory deployments where the domain controller 
is the root domain, the forest functional level of the newly created forest is 
Windows 2000 and the domain functional level is Windows 2000 mixed domain mode. 

Note   After the domain functional level has been raised, it cannot be reversed. After this, domain 
controllers that are not supported at that level cannot be introduced. 

For information about working of functional levels of the Active Directory, refer to the 
article, ”How Active Directory Functional Levels Work” at the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/c3aa5e55-42c0-4386-93ba-
66e5c538b0ac1033.mspx  

Multiple Sites 

A small business can outgrow its single server, single domain environment, and have a 
need for deploying Active Directory in a branch office scenario. This can mean managing 
additional physical locations where additional servers are needed to house a replica of 
Active Directory. This could be across town or even across the globe. You can grow your 
network by adding additional domain controllers, creating trust relationships between 
domains, or join forests.  

One of the core concepts required is knowing how to introduce and manage additional 
domain controllers in your Windows Server 2003 network.  

For more information on creating an additional domain controller, refer to the following 
URL: http://technet2.microsoft.com/WindowsServer/en/library/687474ce-461f-47a8-
96a7-1ddb8ef809991033.mspx?mfr=true 

http://technet2.microsoft.com/WindowsServer/f/?en/library/50c52ded-1703-4fe4-93a5-f5bec42619ad1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/50c52ded-1703-4fe4-93a5-f5bec42619ad1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/c3aa5e55-42c0-4386-93ba-66e5c538b0ac1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/c3aa5e55-42c0-4386-93ba-66e5c538b0ac1033.mspx
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Sites and URLs 

Sites represent the physical structure of Active Directory. A site is a set of well 
connected subnets whereas the domain is the logical structure. This structure allows 
designing and managing logical and physical structures that are independent of one 
another. You can have the following sites and domains: 

 Multiple sites in a single domain. 

 Multiple domains in a single site. 

To optimize the replication topology, it is important to understand when to establish 
single or multiple sites.  

For more information on the two cases, refer to the following URL: 
http://technet2.microsoft.com/WindowsServer/f/?en/library/25f16e65-fcb9-485d-9679-
9fda1614f87c1033.mspx  

For a general overview on Active Directory  sites, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/a3970162-368d-4d99-b4f0-
76503cc927af1033.mspx  

Trust Relationships 

Active Directory uses trusts to extend the reach of Active Directory domains and forests 
to other domains, forests, or realms within an organization. This allows users or groups 
with the appropriate permissions in one domain to gain access to objects and resources 
in another domain. Trusts can be created using following two methods:  

 Automatically – through the Active Directory Installation Wizard. 

 Manually – through New Trust Wizard or the Netdom command-line tool. 

 

Trusts that can be created automatically are: 

 Parent-child trusts: Can only exist between two domains in the same 
namespace or tree. The parent domain is always trusted. 

 Tree-root trusts: Can only be established between the roots of two trees in the 
same forest. 

By default, the parent-child trusts and tree-root trusts are two-way transitive trusts. 

 

Trusts that can be created manually are: 

 Shortcut-trusts: Can be a one-way or two-way transitive trust used to speed up 
logon and access times to resources. 

 External trusts: Nontransitive, must be created in each direction to create a two-
way external trust relationship, provides access to resources in domains outside 
of the forest. 

 Forest trusts: Can be a one-way or two-way transitive trust and only be created 
between two Windows Server 2003 forest root domains and not be implicitly 
extended to a third forest. 

 Realm trusts: Nontransitive, by default and can be a one-way or two-way 
nontransitive trust but can be made transitive. Used to create a trust between an 
Active Directory domain and a Kerberos V5 realm. 

For more information about the working of domain and forest trusts, refer to the article, 
“How Domain and Forest Trusts Work”, at the following URL: 
http://technet2.microsoft.com/WindowsServer/en/library/f5c70774-25cd-4481-8b7a-
3d65c86e69b11033.mspx?mfr=true  

http://technet2.microsoft.com/WindowsServer/f/?en/library/25f16e65-fcb9-485d-9679-9fda1614f87c1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/25f16e65-fcb9-485d-9679-9fda1614f87c1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/a3970162-368d-4d99-b4f0-76503cc927af1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/a3970162-368d-4d99-b4f0-76503cc927af1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/f5c70774-25cd-4481-8b7a-3d65c86e69b11033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/f5c70774-25cd-4481-8b7a-3d65c86e69b11033.mspx?mfr=true
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Core Concepts 

It does not matter which Microsoft exam you take, there has to be a „core competency‟ 
that is referred to as Networking 101. Basically, your knowledge of how the network 
plumbing operates in the background just has to be understood. Those who started way 
back had to learn and know Domain Name System (DNS), Windows Internet Name 
Service (WINS), and other core concepts by heart. With the advancement in technology 
over the recent years, it may be easier to set up a small network using a wizard (and not 
having to fiddle with static IPs, LMHOSTS, and so on.), but in reality, if you do not know 
the basic plumbing, you will not know where to start to troubleshoot or diagnose an 
issue. Therefore, it is recommended that if this is the first ever Microsoft exam you are 
going to take, you might consider first studying and taking a networking exam like Exam 

70–290: Managing and Maintaining a Microsoft Windows Server 2003 Environment, or 
Exam 70–291: Implementing, Managing, and Maintaining a Microsoft Windows 
Server 2003 Network Infrastructure. 

DNS 

When you type a URL into the address bar of Internet Explorer, you type an easily 
remembered Web address like www.smbnation.com, which is considered a friendly name 
and is easy for human beings to understand, but not for computers. To be understood by 
a computer it must first be resolved to an Internet Protocol (IP) address using DNS. To 
facilitate resolving names to IP addresses, DNS servers manage the logical namespace 
in a hierarchical order throughout the Internet. There are three components of DNS: 

 The domain namespace and resource records: DNS defines a specification 
for a structured namespace that looks like an inverted tree and resource records, 
which are used to configure the DNS database server, and contain resources by 
their name and IP address. 

 Name servers: Name servers store resource records and information about the 
tree structure and resolve client queries. 

 Resolvers: Resolvers are programs that run on DNS clients and DNS servers 
and query name servers for information. 

If you are not confident about DNS, you should engage your resolver and query the 
following URL for more detailed information:  

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch08.mspx#E2IAC  

DNS traffic uses the UDP port 53 and TCP port 53.  

DNS Names, Domains, and Subdomains 

A fully qualified domain name (FQDN) uniquely identifies a host within the DNS 
hierarchy and contains both, the host name and domain name. The FQDN is broken 
down into following levels, separated by a period: 

The top-level domain identifies the type of organization, such as a government 
organization (gov) or a commercial organization (com).  

The second-level domain indicates a specific domain within that top-level namespace.  

The third-level indicates a specific host within that domain.  

For example, in support.smbnation.com,.com is the top-level domain, smbnation is the 
second-level domain, and support is the name of the host computer.  

http://www.microsoft.com/learning/exams/70-290.asp
http://www.microsoft.com/learning/exams/70-290.asp
http://www.microsoft.com/learning/exams/70-290.asp
http://www.microsoft.com/learning/exams/70-291.asp
http://www.smbnation.com/
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.mspx#E2IAC
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.mspx#E2IAC
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DNS Zones 

A zone is a database record that defines a contiguous portion of a domain in the DNS 
namespace and is stored on one or multiple DNS servers. The zone file contains 
information that defines mappings between domain names and IP addresses and can 
also contain reverse mappings that can resolve IP addresses into domain names. 

Windows Server 2003 provides an option for four different zone types: 

 Primary zone: The primary zone maintains the master writable copy of the zone 
in a text file.  

 Secondary zone: The secondary zone stores a copy of an existing zone in a 
read-only text file. A primary zone must already exist before a secondary zone 
can be created.  

 Active Directory–integrated zone: The Active Directory–integrated zone stores 
zone information within Active Directory. This allows for additional features, such 
as secure dynamic updates and replication.  

 Stub zone: The stub zone maintains only a list of authoritative name servers 
required to identify the authoritative DNS servers for that zone. The purpose of a 
stub zone is to ensure that DNS servers hosting a parent zone are aware of 
authoritative DNS servers for its child zones. This zone is new in Windows 
Server 2003. 

For more information on zone types, refer to the article, “DNS Server Service” at the 
following URL: 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.
mspx 

Zone Transfers 

Zones are replicated through zone transfer. A primary DNS server or master name 
server transfers its zone files to a secondary DNS server. There are three types of zone 
transfers: 

 AXFR: Asynchronous full zone transfer. 

 IXFR: Incremental zone transfer. 

 Fast zone transfer: DNS servers running BIND 4.9.4 or later only. 

For more information about zone transfers, refer to the article, “Zone Transfers” at the 
following URL: 
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.
mspx#E2IAC  

Resource Records 

After a zone is created, resource records must be added. The following table lists the 
most commonly used resource record types. 

Table 2-1: Common DNS Zone Types 

Zone Description 

SOA Identifies the start of a zone of authority. Every zone contains an SOA 
resource record at the beginning of the zone file, which stores information 
about the zone, configures replication behavior, and sets the default TTL for 
names in the zone. 

A Maps an FQDN to an IPv4 address. 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.mspx#E2IAC
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.mspx#E2IAC


This 70-282 Update Guide supplements the Small Business Specialist Primer & 70-282 Exam Preparation Guide!  
(Mulzer\Brelsford) and is not meant to provide sufficient preparatory content as a stand-alone document. 

AAAA Maps an FQDN to an IPv6 address. 

NS Indicates the servers that are authoritative for a zone. NS records indicate 
primary and secondary servers for the zone specified in the SOA resource 
record, and they indicate the servers for any delegated zones. Every zone 
must contain at least one NS record at the zone root. 

PTR Maps an IP address to an FQDN for reverse lookups. 

CNAME Specifies an alias (synonymous name). 

MX Specifies a mail exchange server for a DNS domain name. A mail exchange 
server is a host that receives mail for the DNS domain name. 

SRV Specifies the IP addresses of servers for a specific service, protocol, and 
DNS domain. 

WINS Indicates the IPv4 address of a WINS server for WINS forward lookup. The 
DNS Server service in Windows Server 2003 can use a WINS server for 
looking up the host portion of a DNS name. 

WINS-R Indicates the use of WINS reverse lookup, in which a DNS server uses a 
NetBIOS Adapter Status message to find the host portion of the DNS name 
given its IPv4 address. 

ATMA Maps DNS domain names to asynchronous transfer mode (ATM) addresses. 

For more information about managing resource records, refer to the article, “Manage 
Resource Records” at the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/6432bae3-f734-48d2-9643-
dfba56422a991033.mspx  

DNS Server Service Configuration 

The DNS Server service can be configured by right-clicking the DNS server within the 
management console and selecting the Properties option. The following properties can 
be configured: 

 Interfaces: Specify individual IPv4 addresses (interfaces) to listen for and 
receive incoming DNS traffic. 

 Forwarders: Specify a list of IP addresses to forward DNS queries that cannot 
be resolved. 

 Advanced: Determine the data format for name checking, determine the location 
from which zone data is loaded, and enable automatic scavenging of stale 
records. 

 Root Hints: Configure the set of root DNS server for iterative queries. 

 Debug Logging: Record and use the packets that are sent and received for 
troubleshooting. Debug is disabled by default. 

 Event Logging: Log errors, warnings and all events to be displayed in the Event 
Viewer. Logging is enabled by default for all events. 

 Monitoring: Test and verify configuration by manually sending queries against 
the DNS server. Select iterative and recursive queries to run at a specified 
interval. 

 Security: Specify access control list (ACL) users and groups for DNS server 
administration. 

 

http://technet2.microsoft.com/WindowsServer/f/?en/library/6432bae3-f734-48d2-9643-dfba56422a991033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/6432bae3-f734-48d2-9643-dfba56422a991033.mspx
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For more information about DNS Server service configuration, refer to chapter 9, 
“Windows Support for DNS” of TCP/IP Fundamentals for Microsoft Windows at the 
following URL: 
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.
mspx  

DNS Troubleshooting Tools 

Following is a list of the common DNS troubleshooting tools and additional references:  

Nslookup  

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-
us/nslookup.mspx?mfr=true  

Dnscmd 

http://technet2.microsoft.com/WindowsServer/en/library/ed0e4eeb-34a5-420e-aa6a-
961ae5fa0f291033.mspx?mfr=true  

Dnslint 

http://technet2.microsoft.com/WindowsServer/f/?en/library/23d7442b-cef7-49e6-
95d4-c4a4c53d0a5e1033.mspx  

DNS Queries 

There are two types of DNS queries: 

 Recursive: Requires a fully resolved name response from the DNS server. 

 Iterative: Accepts the best answer the DNS server can provide immediately. 

For more information about the working of a DNS query, refer to the article, “How DNS 
query works” at the following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/0bcd97e6-b75d-48ce-83ca-
bf470573ebdc1033.mspx?mfr=true  

DNS Forwarders 

Often a DNS server must communicate outside of its local network. If the DNS server 
cannot resolve a query locally, it forwards the request to another DNS server. A 
forwarder is an entry pointing to other DNS servers. Without having a specific DNS 
server designated as a forwarder, all DNS servers can send queries outside a network 
using their root hints. 

For more information about forwarders refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/a3cf0184-0594-4e78-8247-
609f038434381033.mspx  

For more information about deploying DNS and a 9 chapter drill down, refer to the 
following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/358c7852-d23b-4668-adf5-
6ad2fe001e9f1033.mspx?mfr=true  

If this link resolves to a page on “Choosing a Zone Type”, click “Deploying Domain 
Name System” (URL on top of the page) t o get to the root of all 9 chapters. 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch09.mspx
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/nslookup.mspx?mfr=true
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/nslookup.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/ed0e4eeb-34a5-420e-aa6a-961ae5fa0f291033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/ed0e4eeb-34a5-420e-aa6a-961ae5fa0f291033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/f/?en/library/23d7442b-cef7-49e6-95d4-c4a4c53d0a5e1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/23d7442b-cef7-49e6-95d4-c4a4c53d0a5e1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/0bcd97e6-b75d-48ce-83ca-bf470573ebdc1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/0bcd97e6-b75d-48ce-83ca-bf470573ebdc1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/f/?en/library/a3cf0184-0594-4e78-8247-609f038434381033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/a3cf0184-0594-4e78-8247-609f038434381033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/358c7852-d23b-4668-adf5-6ad2fe001e9f1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/358c7852-d23b-4668-adf5-6ad2fe001e9f1033.mspx?mfr=true
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DHCP 

Windows Server 2003 Dynamic Host Configuration Protocol (DHCP) reduces the 
complexity and administrative overhead involved in managing network-client IP 
addressing and configuration. DHCP enables you to assign IP addresses to network 
clients automatically and dynamically, as needed, and to automate, centralize, and 
simplify IP address and option configuration and distribution across your network. This 
protects against common configuration errors that occur when values are entered 
manually at each computer and helps to prevent address conflicts.  

For more information about DHCP, refer to the Chapter 6 “Dynamic Host Configuration 
Protocol” of TCP/IP Fundamentals for Microsoft Windows guide at the following URL: 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch06.mspx 

Some commonly used DHCP configuration options are: 

 Subnet mask. 

 Default gateway. 

 Domain suffix. 

 DNS server addresses. 

 WINS server addresses. 

 Scope options. 

 Class options. 

 Reservation options. 

There are over 70 available options that you can assign using a Windows Server 2003 
DHCP server, but DHCP client computers running Windows Server 2003 and 
Windows XP only request these options listed in the following table: 

 

Table 2-2: Common DHCP Options 

Option Description 

001 Subnet Mask Specifies the subnet mask associated with the leased 
IPv4 address. The subnet mask is configured with a 
scope and does not need to be separately configured 
as an option. 

003 Router Specifies the IPv4 address of the default gateway of 
the host.  

006 DNS Servers Specifies the IPv4 addresses of DNS servers. 

015 DNS Domain Name Specifies the connection-specific DNS domain suffix to 
be used by the DHCP client. 

031 Perform Router Discovery Specifies whether the DHCP client uses Internet 
Control Message Protocol (ICMP) router discovery as a 
host, as specified in RFC 1256. 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx
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Option Description 

033 Static Route Specifies a set of classful IPv4 network destinations 
and their corresponding router IPv4 addresses that 
DHCP clients add to their IPv4 routing tables. 

043 Vendor-specific 
Information 

Specifies that vendor-specific options are requested. 

044 WINS/NBNS Servers Specifies the IPv4 addresses of WINS servers. 

046 WINS/NBT Node Type Specifies the type of network basic input/output system 
(NetBIOS) over TCP/IP name resolution to be used by 
the client. 

047 NetBIOS Scope ID Specifies the NetBIOS scope ID. NetBIOS over TCP/IP 
(NetBT) hosts will communicate only with other NetBT 
hosts that are using the same scope ID. 

249 Classless Static Routes Specifies a set of classless routes that are added to the 
IPv4 routing table of the DHCP client. 

 

For more information on assigning DHCP options, refer to the article, “DHCP options” at 
the following URL:  

http://technet2.microsoft.com/WindowsServer/f/?en/library/fe1d3ba8-e400-4ab3-be4f-
684c9cb9b3011033.mspx  

 

DHCP traffic uses the following ports: 

 UDP port 67: DHCP clients listen on this port. 

 UDP port 68: DHCP servers listen on this port. 

Note   The DHCP Server service is installed on Small Business Server 2003 by default. Other editions of 
Windows Server 2003 require you to install the DHCP Server service through the Add or Remove 
Program applet under Add/Remove Windows Components. Under Components, click Networking 
Services, Details and in the Subcomponents of Networking Service, select Dynamic Host 
Configuration Protocol. After the DHCP Server service is installed, the DHCP server should be 
authorized and a scope activated before it is capable to assign addresses to clients. 

How DHCP Works 

If you are not familiar how DHCP works or do not know what a DHCPAck or DHCPNak 
is, refer to the following URL to peruse the excellent explanation there: 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch06.mspx#EUE  

http://technet2.microsoft.com/WindowsServer/f/?en/library/fe1d3ba8-e400-4ab3-be4f-684c9cb9b3011033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/fe1d3ba8-e400-4ab3-be4f-684c9cb9b3011033.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx#EUE
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx#EUE
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DHCP Relay Agent 

A relay agent is a small program that relays DHCP/BOOTP messages between clients 
and servers on different subnets and should comply with RFC 1542. The DHCP Relay 
Agent is a routing protocol component included in the Routing and Remote Access 
service in Windows Server 2003.  

Perform the following steps to install the DHCP Relay Agent: 

1. Open Routing and Remote Access/server name/IP Routing,  

2. Right-click General and select New  Routing Protocol.  

3. In the Select Routing Protocol section, select DHCP Relay Agent. 

 

Note   You cannot use the DHCP Relay Agent component on a computer running the DHCP service, the 
network address translation (NAT) routing protocol component with automatic addressing enabled, or 
Internet Connection Sharing (ICS). 

For more information about relay agents, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/6b895cb2-3dd1-4c11-8a66-
fd0cba1dfe801033.mspx  

For more information on BOOTP and DHCP, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/99708fb7-737b-4e25-b576-
60ca1c1603021033.mspx  

 

DHCP Scope Configuration 

A DHCP scope is an administrative grouping of IP addresses for computers on a subnet. 
Each subnet can have only a single DHCP scope with a continuous range of IP 
addresses. The scope defines the parameters used by clients on that subnet. The scope 
includes: 

 IP address range (included or excluded addresses for DHCP lease offering). 

 Subnet mask. 

 Scope name. 

 Lease duration values. 

 DHCP scope options, such as DNS server, WINS server, and so on. 

 Reservations (optional) to ensure a DHCP client retains the same IP address. 

 Exclusion ranges: Exclusion ranges are set for IP addresses within the scope 
that should not be offered for DHCP lease assignment. Excluded IP addresses 
can be active on the network, but need to be manually configured on the host.  

 

After a scope has been configured, it must be activated to start serving clients. Perform 
the following steps to activate the DHCP scope: 

1. Open Administrative Tools and click DHCP. 

2. Select DHCP server/scope 

3. Right-click Activate from the drop-down. 

http://technet2.microsoft.com/WindowsServer/f/?en/library/6b895cb2-3dd1-4c11-8a66-fd0cba1dfe801033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/6b895cb2-3dd1-4c11-8a66-fd0cba1dfe801033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/99708fb7-737b-4e25-b576-60ca1c1603021033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/99708fb7-737b-4e25-b576-60ca1c1603021033.mspx
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DHCP Scope Types 

Following are the types of DHCP scopes: 

 Scope: Distributes IP addresses to computers on the network. 

 Superscope: Allows multiple logical IPv4 subnets on the same physical subnet 
grouped under a single name. 

 Multicast Scope: Distributes a group of IP multicast network addresses to 
computers on the network. 

For more information on DHCP Server Service Configuration, configuring the scope and 
scope types, refer to the following URL:  

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch06.mspx#EPHAC  

Backing Up the DCHP Database 

The default DHCP database backup path is systemroot\System32\Dhcp\Backup. There 
are three backup methods supported by the DHCP Server service 

 Synchronous backups that occur automatically. The default backup interval is 60 
minutes. These are performed while the DHCP Server service is running. 

 Asynchronous (manual) backups, are performed by using the Backup command 
on the DHCP console. These can be performed while the DHCP Server service 
is running. 

 Backups using Windows Backup (ntbackup.exe) or non-Microsoft backup 
software. 

When a synchronous or asynchronous backup occurs, the entire DHCP database is 
saved, including the following: 

 All scopes, including superscopes and multicast scopes.  

 Reservations. 

 Leases. 

 All options, including server options, scope options, reservation options, and 
class options.  

 All registry keys and other configuration settings (for example, audit trail settings 
and folder location settings) set in DHCP server properties. These settings are 
stored in the following registry subkey: 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DHCPServer\P
arameters 

Restoring the DHCP Database 

You can restore the DHCP database from a backup copy of the database file, 
Dhcp.mdb, located at systemroot\System32\Dhcp\Backup. The Restore command is 
located on the Action menu in the DHCP console. When you restore the DHCP 
database from a backup copy of Dhcp.mdb the following information is restored: 

 All scopes, including superscopes and multicast scopes.  

 Reservations. 

 Leases. 

 All options, including server options, scope options, reservation options, and 
class options.  

 All registry keys and other configuration settings (for example, audit trail settings 
and folder location settings) set in DHCP server properties. 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx#EPHAC
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch06.mspx#EPHAC
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Note   The DNS dynamic update credentials (user name, domain, and password) that the DHCP server 
uses when registering DHCP client computers in DNS are not backed up with any backup method, 
therefore, they are not restored during the restore procedure. After restoring your DHCP database, you 
must configure credentials for your server. 

For more information on backing up, restoring, and moving a DHCP database, refer to 
the following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/b681244f-9e06-48f6-ab67-
050ff95307101033.mspx?mfr=true  

IPCONFIG Tool 

The ipconfig tool displays the TCP/IP configuration of the computer and IPv4 address 
configuration that was allocated using DHCP. 

For a computer running Microsoft Windows Server 2003 or Microsoft Windows XP 
operating system, run the ipconfig tool at the command prompt: 

 Ipconfig: Displays connection specific DNS suffix, IP address and the default 
gateway. 

 Ipconfig /all: Display all details including host name, NetBIOS node type, and so 
on. 

 Ipconfig /renew: Renews the lease of an IPv4 address with the DHCP server. 

 Ipconfig /release: Releases the current IPv4 address configuration. 

For more command parameters, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/86ac50f1-0fbb-42c4-ba68-
727efb24136f1033.mspx?mfr=true   

 

Automatic Private IP Addressing 

Automatic Private IP Addressing (APIPA) is a TCP/IP feature in Windows XP and 
Windows Server 2003 that automatically configures a unique IP address from the range 
169.254.0.1 through 169.254.255.254 with a subnet mask of 255.255.0.0. By default, the 
TCP/IP protocol is configured for automatic addressing in computers running 
Windows XP and Windows Server 2003 operating systems. If a DCHP server is not 
available, the APIPA alternate configuration setting is selected automatically. The APIPA 
range of IP addresses is reserved by the Internet Assigned Numbers Authority (IANA) 
for use on a single subnet. IP addresses within this range are not used on the Internet. 

For more information on DHCP including DHCP Best Practices, DHCP Concepts, DHCP 
How-to, and DHCP Troubleshooting, refer to the following URL: 
http://technet2.microsoft.com/WindowsServer/f/?en/library/952bcde4-202f-4606-9e57-
1a2c8e5d63231033.mspx 

http://technet2.microsoft.com/WindowsServer/en/library/b681244f-9e06-48f6-ab67-050ff95307101033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/b681244f-9e06-48f6-ab67-050ff95307101033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/86ac50f1-0fbb-42c4-ba68-727efb24136f1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/86ac50f1-0fbb-42c4-ba68-727efb24136f1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/f/?en/library/952bcde4-202f-4606-9e57-1a2c8e5d63231033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/952bcde4-202f-4606-9e57-1a2c8e5d63231033.mspx
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NetBIOS 

Before the introduction of Active Directory, Windows-based computers used the Network 
Basic Input/Output (NetBIOS) system to identify computers, services, and resources on 
other Windows-based computers. A NetBIOS name is 16 bytes long and identifies a 
NetBIOS resource on the network. The exact NetBIOS name used by the Server service 
is the 15-byte computer name and a sixteenth byte that identifies a service or application 
on a host computer. An example of a NetBIOS name is Server01, if the name is longer 
than 15 bytes it will be truncated. Because NetBIOS uses broadcasts to communicate 
and routers do not forward broadcast traffic (unless you configure broadcast forwarding), 
NetBIOS is confined to the local subnet mask. To resolve NetBIOS names, a NetBIOS 
name server (NBNS) is used. Even today some versions of Windows operating systems 
and applications are in use that requires NetBIOS over TCP/IP.  

 

For more information on NetBIOS over TCP/IP, refer to the following URL that was last 
updated on April 14, 2006: 
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch11.mspx 

 

NetBIOS traffic uses the following ports: 

 TCP port 139 – NetBIOS session traffic. 

 UDP port 137 – NetBIOS name management traffic. 

 UDP port 138 – NetBIOS datagram traffic. 

The following table lists the NetBIOS node types:  

Table 2-3: NetBIOS Node Types 

Node Type Description 

B-node (broadcast) Uses broadcasts for name registration and resolution. 

P-node (peer-peer) Uses a NetBIOS name server like WINS to resolve 
NetBIOS names. 

M-node (mixed) A combination of a B- and P-node. Functions as B-node 
by default. 

H-node (hybrid) A combination of P- and B-mode. Functions as P-node 
by default. 

Microsoft enhanced B-node A combination of a B-node and using the local 
LMHOSTS file.  

 

For more information on NetBIOS name resolution, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/4fbaebbb-6334-4b26-8118-
cb36a261978a1033.mspx  

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch11.mspx
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch11.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/4fbaebbb-6334-4b26-8118-cb36a261978a1033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/4fbaebbb-6334-4b26-8118-cb36a261978a1033.mspx
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LMHOSTS File 

Each computer has its own LMHOSTS file in the Systemroot\System32\Drivers\Etc 
folder. The LMHOSTS file is a static text file that maps NetBIOS names to IPv4 
addresses. The LMHOSTS file is limited by design. Because it is a static mapping, 
entries have to be updated manually which can become very laborious. Using the 
LMHOSTS file is a mute point if you work in a pure Active Directory environment.  

Example LMHOSTS file entry: 

154.128.37.20 server01  #PRE #DOM:Contoso  #Primary DC 

LMHOSTS file predefined directives are as follows: 

 #PRE: Defines which entries within the file should be loaded to the local cache. 

 #DOM: Domain name indicates that the record is for a domain controller. 

 #Begin_Alternate: Specifies a list of other locations for a LMHOSTS file. 

 #End_Alternate: Specifies the end of file. 

 #include: Loads entries from a separate LMHOSTS file, which are separate from 
the default file on the local computer.  

 #MH: Adds multiple entries for a multihomed computer. 

Note   Windows Server 2003 and Windows XP operating systems use the LMHOSTS file in the NetBIOS 
name resolution by default.  

For more information on LMHOSTS file, refer to the TechNet archive available at the 
following URL: 

http://www.microsoft.com/technet/archive/ntwrkstn/reskit/default.mspx?mfr=true  

 

WINS 

The Windows Internet Naming Service (WINS) is a NetBIOS name resolution service that allows 
client computers to register their NetBIOS names and IP addresses (name-to-IP address 
mapping) in a distributed database. WINS is the Microsoft implementation of NBNS (refer to 
NetBIOS). NetBIOS names of network resources can then be queried and resolved back to the 
respective IPv4 addresses. WINS supports dynamic registering of NetBIOS computer names 
using the DHCP services to provide ease of configuration and administration of a Windows-based 
TCP/IP network. WINS is used in a routed environment. Most routers are not configured to 
forward broadcasts among subnet masks and the WINS server resolves this problem by 
automatically updating the WINS database.  

For more information WINS, download the white paper available at the following Microsoft FTP 
URL that was last reviewed on November 01, 2006: 

ftp://ftp.microsoft.com/bussys/winnt/winnt-docs/papers/WINSWP.doc 

How WINS Works 

For an excellent explanation on WINS and prerequisite knowledge as part of your 
general core networking knowledge, refer to the ”How WINS Works,” section of the 
following URL: 
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch12.
mspx#E1C  

http://www.microsoft.com/technet/archive/ntwrkstn/reskit/default.mspx?mfr=true
ftp://ftp.microsoft.com/bussys/winnt/winnt-docs/papers/WINSWP.doc
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch12.mspx#E1C
http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch12.mspx#E1C
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WINS Benefits 

Following are the benefits of WINS: 

 Pre-Windows Server 2003 clients can locate domain controllers not on their local 
subnet. 

 Centralized management of NetBIOS name-to-IP address mapping. 

 Eliminates the need for LMHOSTS files (static mapping). 

 Dynamic, distributed database for registering, and resolving NetBIOS names. 

 Reduces broadcast traffic. 

Note   WINS is installed by default on Windows Small Business Server 2003 but not on any other 
Microsoft Windows Server 2003 Standard Edition. For Windows Server 2003 Editions, you need to add 
WINS as a service through the Add or Remove Programs applet. 

WINS Database Replication 

For a host computer that registered its NetBIOS name with WINS server01 to 
communicate with a host computer that registered with WINS server02, both WINS 
server01 and WINS server02 are required to first replicate their databases to each other. 
The replication will allow the WINS server01 to resolve the NetBIOS names that were 
registered with the WINS server02 and vice versa.  

WINS servers can be configured like the following partners: 

 Push partner: Notifies other WINS servers when changes are made to WINS 
server database. 

 Pull partner: Requests database changes from other WINS servers. 

 Both Push and Pull: It performs the actions of both the push partner and the pull 
partner. 

 For more information on WINS pull replication, refer to the following URL:  

http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-
35957424fb071033.mspx  

For more information on WINS push partners, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-
35957424fb071033.mspx  

WINS Rule of Thumb 
A good rule of thumb to follow for WINS is as follows:  

 If WINS servers are connected by slow links, configure a pull partner so that 
replication can be scheduled.  

 If WINS servers are connected by fast links, configure a push partner so that 
replication can occur when changes are made to the database. 

Note   WINS servers replicate only new entries in the WINS databases. Servers do not replicate the entire 
WINS databases each time replication occurs. 

For more information on WINS replication, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-
35957424fb071033.mspx  

http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-35957424fb071033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-35957424fb071033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-35957424fb071033.mspx
http://technet2.microsoft.com/WindowsServer/f/?en/library/501b9201-e55e-4819-91be-35957424fb071033.mspx
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Backing up the WINS Database 

The WINS management console allows you to configure periodic backups of the WINS 
server database.  

Perform the following steps to configure periodic backups for the WINS server database: 

1. In the WINS Server Properties window, you can specify a backup location. The 
server will create a wins_bak\new folder in the specified location and backup the 
local database at a regular interval of every three hours.  

2. On the Properties tab, select the Back up database during server shutdown 
check box. Alternatively, right-click WINS server and click Back Up database 
from the drop-down for an immediate backup. 

Restoring the WINS Database 

The WINS service must be stopped before restoring the database.  

Perform the following steps to restore the WINS database: 

1. Right-click WINS server and select Restore Database. 

2. Specify the location where the backup folder is located. The database backups 
can also be restored to a new computer. 

Integrating WINS with DHCP 

When you configure a network to use both DHCP and WINS, set the DHCP lease period 
to be equal to or greater than the WINS renewal period. This prevents a situation in 
which the WINS server fails to notice that a DHCP client computer has released a 
DHCP-assigned IP address. Specifically, the client computer cannot send a WINS 
renewal request because it did not renew the IP address. 

For more information on integrating WINS with DHCP, refer to the following URL: 

http://technet2.microsoft.com/WindowsServer/en/library/f40a5f3b-efc0-42b5-a3a6-
defafbc2679e1033.mspx?mfr=true  

SQL Server 2005 

SQL Server 2005 is a comprehensive database platform providing enterprise-class data 
management with integrated business intelligence (BI) tools and comes bundled with the 
Small Business Server 2003 Premium edition. 

For detailed documentation on understanding Microsoft SQL Server™ 2005, refer to the 
source at the MSDN library, “Books Online,” featuring an entire set of documentation on 
SQL Server 2005, available at the following URL:  

http://msdn2.microsoft.com/en-us/library/ms130214.aspx  

Optimizing Performance 

A database should be monitored by gathering data over time to and by assessing how 
the server is performing. There are several ways to optimize performance to decrease 
time spent on database queries. The database has a logical and a physical design. 
Optimizing the logical design includes: 

 Indexing: Full-text indexes. 

 Locking: Lock data from being read or modified by one user while another user 
is modifying data. 

http://technet2.microsoft.com/WindowsServer/en/library/f40a5f3b-efc0-42b5-a3a6-defafbc2679e1033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/f40a5f3b-efc0-42b5-a3a6-defafbc2679e1033.mspx?mfr=true
http://msdn2.microsoft.com/en-us/library/ms130214.aspx
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 Recompiling: Ensures that queries are run as quickly as possible. 

 Optimizing data types: Optimizing the physical design includes hardware 
considerations such as: 

 Tuning Hardware: Database Tuning Engine Advisor. 

 File Groups: File groups can improve processing by allowing splitting of large 
tables into small, related tables, which can then be placed on separate disk 
drives or spread over multiple drives (RAID). 

Additionally, hardware resources should also be considered for optimization such as: 

 Memory. 

 CPU processor utilization. 

 Disk I/O performance. 

For more information on monitoring and tuning, refer to the following URLs: 

http://msdn2.microsoft.com/en-us/library/ms189081.aspx http://msdn2.microsoft.com/en-
us/library/ms175903.aspx  

Backup and Restore Options in SQL 2005 

With SQL Server, you have the capability to backup and restore an exact replica. 
SQL Server offers three different recovery models, Simple, Full, and Bulk logged and 
further has the capability to perform different types of backups: 

 Database backup: Contains the whole database at the time when the backup is 
finished. 

 Differential database backup: Contains only the data that was modified since 
the most recent database backup of each file. 

 Partial backup: Contains all data in the primary filegroup, every read/write 
filegroup, and any optionally specified read-only files or filegroups. 

 Differential partial backup: Contains only the data that was modified since the 
most recent partial backup of the same set of filegroups 

 File backup: Contains all the data in one or more files, or filegroups. 

 Differential file backup: Contains data of one or more files that was changed 
since the most recent full backup of each file. 

 Transaction Log Backups (Full and Bulk-Logged Recovery): Covers the part 
of the transaction log that was active when the backup was created, and it 
includes all log records that were not backed up in a previous log backup. 

Note   SQL Server maintains a set of system-level databases, system databases, which are essential for 
the operation of a server instance. Several system databases must be backed up after every significant 
update. The system databases that you must always back up include: msdb, master, and model. 

For more information on Backup and Restore options in SQL Server, refer to the 
following URL: 

http://msdn2.microsoft.com/en-us/library/ms175477.aspx  

Restoring the transaction log while restoring the database, will allow you to keep the 
database data consistent. There are two options available for restoring:  

 Redo Phase (Roll forward): This is the process of redoing logged changes to 
the data by first restoring the database and reading forward through the 
transaction logs, and then restoring all completed transactions. 

 Undo Phase (Roll back): After the redo phase is finished, there may be 
transactions that had not been committed at the recovery point. This may make 
the rolled forward data inconsistently. Any identified uncommitted transactions 
are undone by being rolled back.  

 

http://msdn2.microsoft.com/en-us/library/ms189081.aspx
http://msdn2.microsoft.com/en-us/library/ms175903.aspx
http://msdn2.microsoft.com/en-us/library/ms175903.aspx
http://msdn2.microsoft.com/en-us/library/ms175477.aspx
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For more information on Backup Up and Restoring Databases in SQL Server, refer to 
the following URL: 

http://msdn2.microsoft.com/en-us/library/ms187048.aspx  

Transaction Logs 

Every SQL Server 2005 database has a transaction log that records all transactions and 
the database modifications made by each transaction. The transaction log is a critical 
component of the database and, if there is a system failure, the transaction log might be 
required to bring your database back to a consistent state. 

For an introduction to transaction logs, refer to the following URL: 

http://msdn2.microsoft.com/en-us/library/ms190925.aspx  

SQL Server Troubleshooting 

An ample set of monitoring tools are available to help monitor and troubleshoot the 
SQL Server database. The troubleshooting tools available are: 

 Event Viewer: Contains errors, warnings, and informational messages displayed 
in the application log. 

 System Monitor: Allows for real-time monitoring, collecting counts, rates, and 
averages on resources such as CPU activity and database size. 

 Notification Services Stored Procedures: Provides stored procedures for 
reporting and debugging.  

 SQL Server Profiler: Monitors server and database activities like deadlocks, 
fatal errors, and query activities. 

http://msdn2.microsoft.com/en-us/library/ms171335.aspx 
 

ISA Server 2004 

Internet Security and Acceleration (ISA) Server 2004 is an advanced application-layer 
firewall, virtual private network (VPN), and Web-cache solution that comes bundled with 
the Small Business Server 2003 Premium edition. For information on the entire ISA 
Server 2004 Technical Library, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/library/default.mspx  

If you are familiar with ISA Server and require a list of all the new features in ISA 
Server 2004 visit, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/productevaluation/features.mspx  

Multilayered Firewall Security 

ISA Server 2004 is not “just a firewall” because it have extensive capabilities. Following 
are the capabilities of ISA Server 2004: 

 Stateful packet filtering. 

 Circuit filtering. 

 Application filtering and stateful inspection. 

 

 

http://msdn2.microsoft.com/en-us/library/ms187048.aspx
http://msdn2.microsoft.com/en-us/library/ms190925.aspx
http://msdn2.microsoft.com/en-us/library/ms171335.aspx
http://www.microsoft.com/technet/isa/2004/library/default.mspx
http://www.microsoft.com/technet/isa/2004/productevaluation/features.mspx
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The following table displays port assignments for commonly used services:  

Table 2-4: Port Assignments 

Protocol Number Description 

TCP 25 Simple Mail Transfer Protocol (SMTP). 

TCP 67 Dynamic Host Control Protocol (DHCP) (if the remote 
access server uses an external DHCP server). 

TCP 80 World Wide Web (Hypertext Transfer Protocol (HTTP)). 

TCP 110 Post Office Protocol, version 3 (POP3). 

TCP 1701 L2TP. 

TCP 1723 PPTP. 

TCP 7250 Network Access Quarantine Control (Remote Access 
Quarantine Client (RQC) messages from client 
computers). 

UDP 53 Domain Name Service (DNS) (for name resolution of 
external Web sites). 

UDP 67 DHCP (if the remote access server uses an external 
DHCP server). 

UDP 500 Internet Protocol Security (IPsec). 

UDP 1701 L2TP. 

UDP 1723 PPTP. 

UDP 4500 IPsec with network address translation (NAT). 

UDP 53 Domain Name Service (DNS) (for name resolution of 
external Web sites). 

UDP 67 DHCP (if the remote access server uses an external 
DHCP server). 

UDP 500 Internet Protocol Security (IPsec). 

UDP 1701 L2TP. 

UDP 1723 PPTP. 

 4500 IPsec with network address translation (NAT). 

For a comprehensive list of port assignments for commonly used services, refer to the following 
URL:  

http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/cnet/cnfc_por_gd
qc.mspx?mfr=true 
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ISA Built-in Filters that are New in ISA 

Server 2004 

Following is the list of delta or new ISA filters in the ISA Server 2004 product time-frame:  

 HTTP Filter: Hypertext Transfer Protocol (HTTP) filter inspects all vital aspects 
of HTTP communications. The filter can inspect requests for information from 
both internal and external Web servers and block requests for specific file 
names, file types, or Web pages that contain particular words or character 
strings.  

For more information on HTTP filtering, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/plan/httpfiltering.mspx  

 

 MMS Filter: Microsoft Media Server filter can handle both incoming and outgoing 
MMS connections. It can protect internal clients using applications such as 
Windows Media® Player to access external streaming media content. It can also 
protect MMS streaming media servers enabling media servers to be hosted 
securely from the internal network of your organization.  

For more information on MMS Filter, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true   

 

 OWA FBA Filter: Outlook Web Access Forms-Based Authentication (OWA FBA) 
filter enables ISA Server 2004 to receive authentication requests from users 
attempting to log on to an OWA server. Instead of allowing users to contact the 
OWA server directly, the ISA Server acts as an intermediary, preventing 
malicious authentication attacks or unauthorized connection attempts from 
reaching the OWA server.  

For more information on OWA FBA Filter, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/plan/owapublishing.mspx  

 

 PNM Filter: Progressive Networks Protocol (PNM) provides protection for media 
streams sent or received using products from RealNetworks. You can manage 
incoming and outgoing PNM connections.  

For more information on PNM Filter, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true  

 

 PPTP Filter: A Point to Point Tunneling Protocol (PPTP) server can be placed 
behind the ISA Server firewall in the internal network. The PPTP filter can secure 
both incoming and outgoing PPTP communications. The PPTP filter enables a 
computer on the internal side of the ISA Server 2004 firewall to establish a 
secure PPTP connection with a computer on the external side.  

For more information on PPTP filter, download the white paper available at the 
following URL: 

http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-
8c07887e02ae/ISA2004SE_wp_appfiltering.doc  

 

For information on publishing virtual private network (VPN) protocols in ISA 
Server 2004, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/plan/vpnprotocol.mspx  

http://www.microsoft.com/technet/isa/2004/plan/httpfiltering.mspx
http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true
http://www.microsoft.com/technet/isa/2004/plan/owapublishing.mspx
http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_appfiltering.doc
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_appfiltering.doc
http://www.microsoft.com/technet/isa/2004/plan/vpnprotocol.mspx
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 RADIUS Authentication Filter: RADIUS authentication filter can authenticate 
both Windows and non-Windows clients based on user accounts from a 
computer running UNIX or other non-Windows operating system. This allows ISA 
Server 2004 in mixed environments in which some users log on with Windows-
based authentication and others do not. The RADIUS authentication filter 
enables all users to log on with their standard user names and passwords, 
regardless of whether or not they have Windows-based user accounts.  

For more information on RADIUS Authentication Filter, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/help/FW_AuthWebFilters.mspx?mfr=true  

 

 RTSP Filter: Real Time Streaming Protocol (RTSP) filter can restrict incoming 
and outgoing RTSP connections provides protection both for internal users who 
are accessing external streaming content through RTSP-enabled client computer 
applications. 

For more information on RSTP Filter, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true  

 

 Web Proxy Filter: Web Proxy filter enables all ISA Server 2004 clients to 
improve Internet access speeds by taking advantage of the Web proxy cache. 

For more information on all filters including application-layer filters in ISA 
Server 2004, refer to the following URL: 

http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b  

Secure Server Publishing 

A computer on the internal network can be published to the Internet using ISA 
Server 2004 publishing rules. Because all incoming and outgoing requests pass through 
the ISA Server, security is not compromised.  

For more information on secure server publishing, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/help/FW_SecureWebPub.mspx?mfr=true  

 

Integrated Virtual Private Networking 

ISA Server 2004 extends the capabilities of Routing and Remote Access (RRAS) in 
Windows Server 2003 for authentication, access control, and security screening for VPN 
clients. Following are the extended capabilities are available through RRAS: 

 Site–to-site VPN connections using IPsec tunnel mode. 

 Site-to-site VPN connections using PPTP and L2TP/IPsec. 

 Publication of PPTP and L2TP/IPsec VPN servers. 

 VPN quarantine capabilities. 

 Application of firewall access policy to VPN clients. 

 Real-time monitoring of VPN client connections. 

For more details on each of these options, refer to page 8 and 9 of the white paper 
available at the following URL: 

http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-

8c07887e02ae/ISA2004SE_wp_bettertogether.doc  

http://www.microsoft.com/technet/isa/2004/help/FW_AuthWebFilters.mspx?mfr=true
http://www.microsoft.com/technet/isa/2004/help/CMT_StreamFilter.mspx?mfr=true
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b
http://www.microsoft.com/technet/isa/2004/help/FW_SecureWebPub.mspx?mfr=true
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_bettertogether.doc
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_bettertogether.doc
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SSL-to-SSL Bridging 

ISA Server 2004 has the capability to decrypt SSL-protected communications, analyze 
them and re-encrypt those that are safe and pass them on through the tunnel to their 
destination. SSL bridging is used when ISA Server ends or initiates an SSL connection.  

For more information on SSL Bridging, refer to the hyperlink ”SSL bridging” in the 
“Bridging” section available on the following URL:  

http://www.microsoft.com/technet/isa/2004/help/FW_SecureWebPub.mspx?mfr=true 

Caching Server 

ISA Server 2004 can maintain a cache of Web objects improving both, network 
performance and the end-user experience by storing frequently requested Web content 
in a local cache. ISA Server supports the following Web-caching technologies: 

 Forward caching 

 Reverse caching 

ISA Server also supports several caching enhancements in ISA Server 2004 like Active 
caching, Cache rules, Scheduled content download jobs, and Web proxy chaining and 
routing. 

For more information in Web caching, download the white paper available at the 
following URL: 

http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-

8c07887e02ae/ISA2004SE_wp_webcaching.doc  

Policy-based Access Control 

With the ISA Server 2004 firewall policy wizard, it is easy to control incoming and 
outgoing access according to user, group, application, source, destination, content, and 
schedule.  
For more information on ”How firewall policy works,” refer to the following URL: 
http://www.microsoft.com/technet/isa/2004/help/FW_FirewallHead.mspx?mfr=true  

Active Directory Integration 

ISA Server 2004 can use the Active Directory user database to authenticate incoming 
and outgoing access through the firewall. The ISA Server 2004 firewall computer does 
not need to be a member of the domain to authenticate users whose accounts are 
contained in the Active Directory on the internal network.  

Logging 

To troubleshoot network activity, ISA Server 2004 offers several log types to help 
analyze traffic which can be viewed in the log viewer, directly from ISA Server 
Management: Following are the available log types: 

 Firewall log: Stored either as MSDE or SQL. 

 Web Proxy log: Stored either as MDSE or SQL. 

 SMTP Message Screener log: By default, stored in file format (Internet 
Information Server (IIS) or World Wide Web Consortium (W3C) standardized 
text) and cannot be saved to a database. 

 

http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_webcaching.doc
http://download.microsoft.com/download/7/a/d/7ad19879-0ca9-4541-890b-8c07887e02ae/ISA2004SE_wp_webcaching.doc
http://www.microsoft.com/technet/isa/2004/help/FW_FirewallHead.mspx?mfr=true
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For detailed information on ISA 2004 Server logging, refer to the following URL: 

http://www.microsoft.com/technet/isa/2004/plan/logging-best-practices.mspx  

Monitoring and Troubleshooting Performance 

The performance of ISA Server 2004 depends on the CPU, memory, hard disk, network, 
and other resources on the ISA Server computer. There are several tools available that 
can help diagnose and solve performance issues.  

For more information on monitoring and troubleshooting performance, refer to the 
following URL: 

http://www.microsoft.com/technet/isa/2004/plan/isa_2004_perftroubleshooting.mspx  

For more information on Best Practices for Performance in ISA Server 2004, refer to the 
following URL: 

http://www.microsoft.com/technet/isa/2004/plan/bestpractices.mspx  

Summary 

Just as it is emphasized in the Small Business Specialist Primer & 70-282 Exam 
Preparation Guide!, think small. Remember the exam covers small- and medium sized 
business and will present you with scenarios that may appear to be out of context if you 
have only worked with Small Business Server to this day. Both authors know that a solid 
base in general networking and Windows Server 2003 knowledge of core concepts will 
take you a long way. Not only through this, the 70-282 exam, but also other Microsoft 
exams and real life! It would be hard to be a specialist in each individual technology 
presented, and that is not the expectation here. We do want to emphasize how important 
it is to master the basics, especially if you want to wear the hat as a Small Business 
Specialist.  

 

Remember, help is only a click away – join a study group at  

http://groups.msn.com/70-282ExamCram/homepage 
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Chapter Three  

This chapter is focused on providing you a sufficient number of practice questions to 
prepare you for the 70-282 certification exam. In itself, this chapter is part of your 
preparation approach. It should not be construed to constitute your entire preparation 
approach for the 70-282 certification exam. Both authors frequently receive e-mails that 
the sample questions didn‟t provide enough information to pass the test. Our reply? Of 
course not! You need to engage in deeper study methods, discussed in the Introduction 
and Chapter 1 of this book, to successfully pass the 70-282 certification exam. And have 
sufficient work experience with the underlying technology should also be consider a pre-

requisite.  

 

Test Questions 

With your expectation for this section now firmly set, let‟s move right into the questions 
(remember that deep discussion of testing methodologies can be found in our “red book” 
referenced several times in this update document).  

 

Note that test answers are found at the end of this document.  

 

DNS Questions 

Question 1 

You are both a CPA (accountant) and in-house IT resource at the regional accounting 
firm. You are a proud member of the Microsoft Professional Accounting Network (MPAN) 
program which is how you heard about the Small Business Specialist Community. You 
have five Windows Server 2003 servers that support over 125 users using laptops and 
desktops running Windows XP Pro SP2. Two of the aforementioned servers act as DNS 
servers and provide DNS database redundancy and performance enhancements. One 
such server is configured as the primary DNS server; the other server is the secondary 
DNS server machine (both of these servers act as Domain Controllers).   

Your specific need is to perform zone updates from either DNS server. You will complete 
this task with which of the following approaches? 

 

1. In the Properties dialog box for the Zone, select the General tab and click the 
Change button beside the Zone Type. Select the Option to store the Zone in 
Active Directory.  

2. In the Properties dialog box for the Zone, select the Zone Type and click the 
Change button. Select the Active Directory-Integrated option.  

3. In the Properties dialog box for the DNS server, select the Zone Type tab and 
click the Change button. Select the Active Directory-Integration option.  

4. In the Properties dialog box for the DNS server, select the Zone Type tab and 
click the Change button. Select the option to store the zone in Active Directory.  
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Question 2 

You are the founder, owner and network administrator for your own privately-held 
company. The server machines have been upgraded to Microsoft Windows Server 2003 
and the client computers are running Microsoft Windows XP Professional. 

The DNS service has been installed on a member server within the company domain. 
You want to provide fault tolerance for your zone so that name resolution can still 
continue if the DNS server goes offline. To accomplish this goal, you wisely plan to add 
another DNS server to the domain. However, you realize that you need to configure the 
new DNS server role in the appropriate role. How will you accomplish this? 

1. Configure the new server as a Master name server. 

2. Configure the new server as a secondary DNS server. 

3. Configure the new server as a caching-only server. 

4. Configure the new server as a DNS forwarder. 

 

Question 3 

You are the network administrator for the Total Supply Company (with over 300 
employees). All of the legacy Windows NT and Windows 2000 Server servers have been 
upgraded to Microsoft Windows Server 2003. You have delegated the 
marketing.totalsupply.net zone to another DNS server on the network. You want to 
ensure that the name server for totalsupply.net is notified anytime a new authoritative 
name server is added to the marketing.totalsupply.net zone. 

What will you do at this point?  

1. Configure all zones to store information within Active Directory. 

2. Configure a DNS server within the bayside.net zone to be a secondary server to 
the sales.bayside.net zone. 

3. Configure a stub zone on the DNS server within the parent domain. 

4. Using the Name Servers tab from the sales.bayside.net zone, configure the DNS 
server to notify the DNS server in the parent domain of any changes. 

 

Question 4 

You are the network administrator for your professional services company. All of the 
servers run Windows Server 2003 and the client computers run Windows XP 
Professional. You have installed the DNS service on SMB-DNS1. You want to configure 
this DNS server to forward queries that it cannot resolve to another DNS server on the 
network. You log on to SMB-DNS1 using a user account that belongs to the DNS 
Admins group. When you display the Forwarders tab in the properties of SMB-SRV1 (the 
root of the AD forest DC) in the DNS console, the option to enable forwarders is 
unavailable. 

What should you do? 

1. Configure SMB-DNS1 as a secondary DNS server. 

2. Enable Round Robin on SMB-DNS1. 

3. Add your user account to the Enterprise Admins group. 

4. Delete the root DNS zone on SMB-DNS1. 
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Question 5 

You are the network administrator for the Klondike Creek Inc. All servers are running 
Microsoft Windows Server 2003. Klondike has five offices located in different parts of the 
United States, typically in mountain regions (including Alaska). The central office in 
Seattle hosts the primary DNS server. All remote office locations have their own DNS 
servers configured as secondary servers. 

 

The offices are currently connected by slow WAN links, with no plans to upgrade them. 
The annual IT capital budget allows for a second DNS server at each of the locations. 
However, you do not want any more traffic generated from zone transfers on the WAN or 
the local networks. 

What should you do? 

1. Configure the new server machines as Standard secondary DNS servers. 

2. Configure the new server machines as Standard primary DNS servers. 

3. Configure the new server machines as Caching-only servers. 

4. Configure the new server machines as Master name servers. 

 

Question 6 

You are a network administrator for your Springer Spaniels Limited. The network 
consists of server computers running Microsoft Windows Server 2003 and client 
computers running Microsoft Windows XP Professional. The DNS service is installed on 
SPRINGER1. It hosts a zone file called contoso.com. SPRINGER2 is configured as an 
FTP server to accommodate customer‟s large file requests. The following resource 
records exist in the zone file for SPRINGER2. 

 Host (A) 

 Alias (CNAME) 

 Service Location (SRV) 

 Well Known Service (WKS) 

 

You decide to change SPRINGER2 to use Transmission Control Protocol (TCP) port 
1022 as the control port for FTP. You need to ensure that the port is defined correctly in 
DNS. 

Which resource record should you update? 

 

1. Host (A) 

2. Alias (CNAME) 

3. Service Locator (SRV) 

4. Well Known Service (WKS) 
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Question 7 

You are the network administrator for Springer Spaniels Limited. You have installed the 
DNS service on all the Windows Server 2003 domain controllers in the SPRINGERS 
domain. Zone information is stored within Active Directory. You want to verify that zone 
data is being updated between DNS servers. Which tool can you use to verify this? 

 

1. DNS management console 

2. DNS Debug logging 

3. Replication Monitor 

4. System Monitor 

 

Question 8 

All servers at Springer Spaniels Unlimited are running Microsoft Windows Server 2003. 
Client computers are running Windows XP Professional. You are the network 
administrator at this fine company.  

 

You have just finished installing the DNS service on a Windows Server 2003 member 
server in the springers.net domain. You need to add a record into the zone file to identify 
the mail server in the domain. 

What should you do? 

 

1. Create an MX record on the DNS server. 

2. Create a PTR record on the DNS server. 

3. Create a CNAME record on the DNS server. 

4. Create an A record on the DNS server. 

 

Question 9 

You are the network administrator for an insurance company, Snapper Inc. Client 
computers are running Microsoft Windows XP Professional SP2. You have upgraded all 
servers to Microsoft Windows Server 2003. You are trying to determine the hostname 
associated with the IP address of 192.168.0.33 using the NSLookup command from 
SnapW2, but you are unsuccessful. You know the IP address is assigned with SnapW1 
and you can successfully resolve other hostnames on the network using this command. 

What is most likely the cause of the problem? 

 

1. There is no A record for SnapW2. 

2. There is no PTR record for SnapW1. 

3. There is no PTR record for SnapW2. 

4. There is no A record for SnapW1. 
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Question 10 

You are the network administrator for the Springer Spaniels Limited with the domain 
controllers running Microsoft Windows Server 2003 and the client computers running 
Microsoft Windows XP Professional. A user reports that she is having problems 
resolving certain hostnames to IP addresses at her laptop. You recently made changes 
to some resource records in the zone file.  Because you are an experienced SMB 
technical professional, you draw on your experience. You suspect there are outdated 
entries in the client resolver cache. Note that no other users are reporting this problem. 
What should you do? 

 

1. Use the ipconfig /flushdns command on the client computer. 

2. Uninstall the DNS server service. 

3. Delete the cache.dns file. 

4. Use the Clear Cache option from the Action menu within the DHCP console. 

 

WINS Questions 

 

Question 11 

You are the network administrator for Springer Spaniels Limited and of course all 
servers are running Windows Server 2003. The network has both WINS and non-WINS 
clients. Four of the six subnets contain WINS servers. Several users report that they are 
unable to browse hosts on other subnets. At first blush, it appears the malady only 
impacts non-WINS clients. What should you do? 

 

1. Configure a DHCP relay agent on each subnet. 

2. Configure static mappings for the non-WINS clients. 

3. Install a WINS proxy on each subnet that does not have a local WINS server. 

4. Configure replication between the three WINS servers. 

 

Question 12 

You are the network administrator for Springer Spaniels Limited. Unless otherwise 
instructed, the networks are running Windows server 2003. The network consists of 
several subnets. All clients are WINS-enabled and capable of updating their records 
dynamically. Each of the subnets has its own WINS server. One of the subnets contains 
a UNIX server. Hosts on this local subnet can communicate with the UNIX server; 
however, hosts on other subnets are unsuccessful. Clients can resolve NetBIOS names 
for hosts on other subnets. It is you job to make sure that clients on all subnets be able 
to resolve the NetBIOS names of the UNIX server. What are you planning to do? 

1. Configure static mappings for the UNIX server. 

2. Configure the WINS servers to back up their local databases. 

3. On each of the subnets, configure a secondary WINS server on each subnet. 

4. Configure the WINS servers as replication partners. 
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DHCP Questions 

 

Question 13 

You create a small business network, using Windows Server 2003 and Windows XP Pro 
in a virtual environment using Microsoft Virtual PC. This is for research, design and 
testing purposes before deploying the solution in the “real world” at a customer site. The 
server machine acts as the domain controller running Active Directory and has the 
DHCP service. You‟re very pleased with the outcomes from your testing and you want to 
recreate the exact DHCP server configuration in a production environment as fast as 
possible. Select the best answers.  

 

1. Backup the current DHCP database (virtual environment) and then restore it to 
the DHCP server in the production environment. 

2. Replicate the current DHCP database from the virtual environment to the 
production environment using the reconcile command.  

3. Replicate the current DHCP database and then copy-and-paste the log file to the 
production server running DHCP. 

4. Backup the current DHCP log file and copy it from the virtual environment to the 
production environment.  

 

Question 14 

Springer Spaniels Limited has a network running Windows Small Business Server 2003 
R2 as its network infrastructure. Many of the dog trainers (20) work remotely and to best 
utilize the Microsoft CRM 3.0 SBE application, they established a VPN connection via 
RRAS PPTP. You limit the DHCP scope on the server to 25 IP addresses due to the 
address limit on the network firewall. You add ten new clients to the SBS network.  

 

The dog trainers report that their laptops can only connect to the SBS 2003 network 
intermittently from the Internet. The users also report that they can only connect to the 
Internet intermittingly and your research so this is never more than 15 computers at a 
time. You have reason to believe the no more than 10 have every connected remotely at 
the same time. You need to ensure that all computers can always connect to the Internet 
with restricting access to the RAS client computers.  

 

What should you do?  

 

1. Shorten the DHCP lease time to 60-minutes 

2. Change DHCP in RAS to static scope 

3. Set up new client computers with reserved addresses 

4. Change the DNS server entry on new computers.  
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Question 15 

Springer Spaniels Unlimited is running Windows Server 2003 with Active Directory. The 
server is configured with a static IP address, subnet mask and default gateway. The 
DHCP service is installed from the Manage Your Server MMC. Checking the Services 
MMC, you see that the DHCP service is will start automatically. Finally, you create a 
DHCP scope with a range of static IP addresses excluded (including the server IP 
address).  

 

Your users have a mixture of Windows XP Pro and Windows 2000 Professional client 
computers. These client computes are configured to receive their addresses 
dynamically. After starting one of the client computers, you notice that it isn‟t receiving a 
dynamically assigned IP address from the server machine. What should you do?  

 

1. Fix the incorrect IP address in the client computer reservation in the DHCP MMC. 

2. Configure the scope in the DHCP MMC with the proper IP address. 

3. Run arp –a from the command prompt at the server.  

4. Authorize the DHCP server in Active Directory.  

 

Question 16 

In the spirit of customer service, you‟ve added a WifFi HotSpot router over the weekend 
to your espresso café lobby. This is connected to the same subnet as the Windows 
Small Business Server 2003 network you run for internal business operations purposes. 
This Monday afternoon you went to a local big box retailer and purchased a new laptop 
computer for a assistant book keeper. You attempt to connect the computer to the SBS 
2003 network, over the wired LAN, via the Connect Computer Web-based approach but 
the Web page returns a 404 error (which means can‟t be found). None one else is 
experiencing computer usage problems. What do you believe has happened?  

 

1. The WifFi router is running a DHCP service on the same subnet as the SBS 
2003 server machine. 

2. The SBS 2003 server machine has shut down its DNS server service.  

3. The SBS 2003 server machine has shut down its DHCP service. 

4. The new laptop can easily use Wifi network instead of the SBS 2003 network.  

 

Question 17 

You are an aspiring Small Business Specialist and you are soliciting business from a 
new account. This customer site runs SCO UNIX and plans to slowly transition to SBS 
2003 (perhaps waiting for the next release known by the code name Longhorn). You 
want to better understand how the Windows-based workstations acquire IP addresses. 
At the Unix command line, what type of service will you view?  

1. DHCP 

2. BOOTP 

3. DNS 

4. KILL 
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Windows Server 2003 Questions 

 

Question 18 

Arizona Housing Corporation (AHC) has grown rapidly and it is investing in newly 
created opportunities in India. AHC has opened offices in Delhi, Mumbai and Bangalore. 
Essentially the firm connects these multiple offices via an over-the-Internet PPTP-based 
VPN. All servers are Windows Server 2003 standard edition and all users run Windows 
XP Pro.  

 

Back at the home office in Phoenix, you recently terminated your relationship with the 
local Telco for both voice and Internet connectivity. Instead, you accept the competitive 
offer from a cable company and you installed the cable modem following the basic 
configuration sheet. Late that night, you are awakened by a call from Mumbai where one 
of the users reports that she cannot logon to the HQ server in Phoenix. What do you 
suspect?  

 

1. The cable company might be blocking port 1720 and other ports related to VPN 
and PPTP-based communications. 

2. The cable modem was configured with port forwarding for the applicable ports 

3. The users should upgrade to Windows Vista Business in order to make a VPN-
based connection over cable infrastructure. 

4. Introducing a cable modem on a network requires you to reconfigure your 
firewall.  

 

Question 19 

You have a Windows Server 2003 server machine with the following static IP address 
assigned to the internal network adapter card: 131.107.0.2. The Default Gateway is 
131.107.0.1. What is the default Subnet Mask for this scenario?  

 

1. 255.255.255.248 

2. 255.255.0.0 

3. 255.0.0.0 

4. 255.255.255.0 
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Question 20 

You are the network administrator at Springer Spaniels Limited and it has a single Active 
Directory domain (springers.local). The company has its headquarters in Seattle, 
Washington with offices in London, Tokyo, Lima, Mexico City and New York. You want 
to apply Group Policy to each of these locations and to the departments that employees 
belong to (Marketing, Accounting and Finance, Management, Dog Trainers). Select a 
efficient strategy to accomplish this (select all that apply). 

 

1. Reconfigure the network to have multiple domains (a domain for each location) 
and use trust relationships to establish company-wide communications. 

2. Apply GPOs at each local office using a decentralized management paradigm.  

3. Create sites in Active Directory via the Active Directory Sites and Services MMC. 

4. Create organizational units (OUs) for each functional department, 

5. Apply GPOs to both sites and OUs to achieve the most efficient and effective 
form of configurations.  

 

Question 21 

Which are the following reasons to use Active Directory-integrated zones? (Choose all 
that apply). 

 

1. Active Director-integrated zones are more secure and should be sued in the 
screened subnet. 

2. Active Directory-integrated zones provide improved fault tolerance for zone 
transfers because all servers are primary and can perform zone replication. 

3. Active Directory-integrated zones are compatible with standard secondary zones 
on Windows NT 4.0 or BIND 4.9.7 

4. Active Directory-integrated zones provide faster and more efficient replication 
than Windows NT 4.0.  

 

Question 22 

You work for a bottled juice manufacturer in India that has a mainframe in a single 
location (HQ). Every plant connects to this central location through its 56 Kbps leased 
lines. All IT management is in the central location, along with all resources. The users 
run Windows XP Pro and the on-site servers are running Windows Server 2003 standard 
edition with the SNA protocol. What is your IT structure from a business requirements 
perspective? (Choose all that apply) 

 

1. Centralized IT but resource management is decentralized. 

2. Centralized IT and resource management is centralized. 

3. User management is centralized and resource management is decentralized. 

4. User management is centralized and resource management is centralized. 

5. All users are centrally located. 

6. All users are not centrally located. 
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Question 23 

You have been hired by a mid-sized company to improve IT security. The company is 
very concerned about securing its network. It‟s also concerned about preventing 
unauthorized access to its network. Which of the following features in Windows Server 
2003 can enable the company to authorize and authenticate its users? (Choose one 
answer) 

 

1. ACLs, Kerberos, PKI, NTLM, RADIUS 

2. RADIUS, LM, PKI, NTLM, L2Tp, NTLM v2 

3. Kerberos, NTLM, RADIUS 

4. Kerberos, NTLM, PKI 

 

Question 24 

Karla is the domain administrator at Company One and will planning the Active Directory 
for the company‟s Windows Server 2003 network, she decides on implementing the 
Group Policy structure. What are the possible reasons for doing so?  

 

1. Automate software integration 

2. Manage security settings 

3. Redirect folders to the server 

4. Implement scripts 

 

Question 25 

Springer Spaniels Limited has one domain that spans a multisite WAN. The WAN is 
comprised of one site in Germany and one in New York, each with a domain controller. 
Directory information must be widely distributed, but this must be balanced with the need 
to optimize network performance. If the directory updates are constantly distributed to all 
other domain controllers in the domain, they will consume the company‟s network 
resources. How does Windows Server 2003 use sites and replication change control to 
optimize replication? (Choose all that apply) 

 

1. Occasionally re-evaluating which connections are used. 

2. Using multiple routes to replicate changes. 

3. Replicating all the information on each DC. 

 

Question 26 

As the domain administrator, you are aware of the limitation of Group Policy Objects 
(GPOs). Which of the following statements are true?  

1. Multiple sites and OUs may use a single GPO. 

2. GPOs are inherited across domains. 

3. Multiple GPOs may be associated with a single OU. 

4. GPOs are not inherited. 
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Question 27 

Bob is designing the Active Directory for his company. He is not sure about name 
restrictions. He is especially concerned about the use of characters that are allowed 
when naming the domain. What characters are not allowed as part of the domain name? 

1. Backslash 

2. A-Z, a-z 

3. Period 

4. 0-9 

5. Hyphen 

6. Underscore 

 

SQL Server 2005 Questions 

 

Question 28 

The events company you serve as a Small Business Specialist wants to elevate its 
customer list management beyond Business Contact Manager (BCM). Making the 
situation more complicated, the firm recently opened an office in Mumbai, India to focus 
on the growing APAC market.  

The company currently has three servers, all running Windows Server 2003.You 
recommended a migration from BCM to CRM 3.0 SBE. What database issues will it 
encounter?  

1. None. The Jet database is common between CRM 3.0 SBE 

2. The firm must purchase and implement SQL Server 2005. 

3. None. The firm can simply use Microsoft Access found in several of its Office 
Professional installations (on workstations running Windows XP Professional) 

4. It cannot be done. CRM 3.0 SBE is designed for small businesses and cannot 
run on Windows Server 2003.  

 

ISA Server 2004 Questions 

 

Question 29 

You are the administrator at Springers, Ltd. in London. The Windows Server 2003 server 

that you manage is part of an Active Directory domain that has trust relationships with 

other domains. The Windows server also has SQL 2005 and ISA Server 2004 installed. 

You are concerned about users accessing resources on you Windows Server 2003 

server. When should you consider performing a backup of ISA Server 2004? 

 
1. When a new trust relationship is established 
2. When new users are added to the domain 
3. When the firewall policy is changed 
4. When there is a change to the SQL database 
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Question 30 

 

Which client supports user-level authentication  in ISA Server 2004? 
 
            1.   Secure NAT client 

2.   Web Proxy client 
3.   VPN client 
4.   Firewall client 
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Test Question Answers 

 

QUESTION 1 ANSWER: 1 

To change the zone type, right-click the zone within the DNS management console and 
click Properties. In the Properties dialog box, make sure the General tab is selected and 
click the Change button beside the zone type. Select the option to store the zone within 
Active Directory.  

 

QUESTION 2 ANSWER: 2 

The new server should be configured as a secondary server. It will then maintain a copy 
of the DNS zone file. If the original DNS server goes offline, name resolution can still 
occur. 

 

QUESTION 3 ANSWER: 3 

By configuring an authoritative DNS server within totalsupply.net to host a stub zone for 
the marketing.totalsupply.net zone, any updates made to the authoritative name server 
resource records will be updated within the parent zone as well. The other options do not 
satisfy the scenario.  

 

QUESTION 4 ANSWER: 4 

Because a root DNS zone exists on the DNS server, you will not be able to configure a 
DNS forwarder. You must delete this file before you can proceed.  

 

QUESTION 5 ANSWER 3 

By having and configuring caching-only servers within each location, you can decrease 
the name resolution response time for users. Since caching-only servers do not maintain 
any zone information, no traffic is generated from zone transfers.  

 

QUESTION 6 ANSWER 3 

Update the SRV record. The SRV record identifies services that are running on a host, 
the port used by the service, and the protocol.  

 

QUESTION 7 ANSWER: 3 

If the support tools have been installed, you can use Replication Monitor to ensure that 
replication between DNS servers is occurring on a regular basis. 

 

QUESTION 8 ANSWER: 1 

Mail servers are identified within a zone file using Mail Exchanger (MX) records. 

 

QUESTION 9 ANSWER: 2 

If the hostname cannot be resolved using the NSLookup command, adding a PTR to the 
zone file will allow you to resolve the IP address to a hostname.  
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QUESTION 10 ANSWER: 1 

The /flushdns command line extension will clear and refresh the client resolver cache. 
Note that this command is commonly needed when using virtual environments in order 
to get the name caching properly aligned.  

 

QUESTION 11 ANSWER 3 

To allow B-Node broadcasts to be resolved across the network, a WINS proxy agent 
must be configured. The WINS proxy listens for B-Node broadcasts and contacts the 
WINS servers on the other subnets to resolve the name resolution request on behalf of 
the non-WINS client. 

 

QUESTION 12 ANSWER 1 

To allow hosts on other subnets to resolve the NetBIOS names of the UNIX server, a 
static mapping must be configured because the UNIX server is unable to register its 
NetBIOS record dynamically. 

 

QUESTION 13 ANSWER: 1 

Clearly the most efficient answer is to make a DHCP database backup in the virtual 
environment and then restore it in the production environment. The DHCP backup and 
restore function allows this type of transfer between computers. There is no “reconcile” 
strategy with DHCP in this scenario. The copy and paste alternatives in (3) and (4) 
would take too long.  

 

QUESTION 14 ANSWER 2 

Changing the DHCP in RAS to static scope will insure that all client computers can 
connect to the Internet without restrictions to access. 

 

QUESTION 15 ANSWER 4 

DHCP servers must be authorized in Active Directory to be fully integrated into the 
network. Arp –a is used to review MAC addresses. No additional scope configuration 
was necessary.  

 

QUESTION 16 ANSWER 1, 3 

SBS 2003 will not tolerate another DHCP service provider on its subnet (network). 
Several alternatives exist to solve this problem. For example, change the subnet for the 
WifFi Hotspot (recommended). The DNS response doesn‟t figure into this solution set 
and moving the laptop to the WifFi network is not acceptable.  

 

QUESTION 17 ANSWER 2 

UNIX will use the BOOTP service to assign IP addresses. Note this type of service has 
known to be referenced in story problems dealing with printers (in addition to the 
infrastructure example given above).  

 



This 70-282 Update Guide supplements the Small Business Specialist Primer & 70-282 Exam Preparation Guide!  
(Mulzer\Brelsford) and is not meant to provide sufficient preparatory content as a stand-alone document. 

QUESTION 18 ANSWERS 1, 2 

These are the best answers to consider when troubleshooting this type of scenario. 
Cable companies have been known to block port traffic and port forward would be 
essential for the traffic flow.  

 

QUESTION 19 ANSWER 2 

This is the proper Class B Subnet Mask for this scenario.  

 

QUESTION 20 ANSWER 3, 4, 5 

It is important to understand this question has multiple responses and actions to arrive at 
the optimal answer. Active Directory is fully exploited in arriving at the solution (one 
domain, sites, OUs).  

 

QUESTION 21 ANSWERS 2, 3, 4 

Answer 1 is not correct because Active Directory-integrated zones are read/write and 
pose security risks in screened subnets.  

 

QUESTION 22 ANSWER 2, 4 

The IT organization is centralized. All IT administration and resources are centrally 
located.  

 

QUESTION 23 ANSWER 1 

L2TP is a tunneling protocol, not an authorizing or authenticating mechanism. Only 
Answer #1 includes all the features that will allow authorization and authentication.  

 

QUESTION 24 ANSWER 1,2,3,4 

Group Policy Objects can be used to richly configure a user‟s environment including 
selectively assigning and publishing applications to desktops, managing security settings 
to define a security configuration, folder redirection and assigning scripts to run when the 
computer starts or shuts down or the user logs on or off.  

 

QUESTION 25 ANSWER 1, 2 

Active Directory uses the most efficient network connections by occasionally re-
evaluating which connections are used, and by using multiple routes to replicate 
changes, it provides fault tolerance. Replications costs are minimized by only replicating 
changed information and not replicating all information on each DC. 

 

QUESTION 26 ANSWER 1, 3, 4 

GPOs are per domain and cannot be inherited across domains. Multiple GPOs can be 
associated with a single site, domain, and organizational unit, and vice-versa.  

 



This 70-282 Update Guide supplements the Small Business Specialist Primer & 70-282 Exam Preparation Guide!  
(Mulzer\Brelsford) and is not meant to provide sufficient preparatory content as a stand-alone document. 

QUESTION 27 ANSWER 1, 3, 6 

Only alphabet letters, A-Z, a-z, numbers 0-9, and the hyphen are allowed characters in a 
domain name.  

 

QUESTION 28 ANSWER 2 

Microsoft CRM SBE 3.0 requires the most robust database offered by Microsoft: SQL 
Server 2005.  

 

QUESTION 29 ANSWER 3 

As a rule of thumb, ISA Server 2004 should be backed up every time there is a firewall 
policy change, administrative rights are delegated or delegation is removed,  a system 
rule changes or the cache size or location changes.  

 

QUESTION 30 ANSWER 1,2,4 

All three ISA Server 2004 client types support user-level authentication, the ISA Server 
2004 clients are the Secure NAT client, Firewall client and Web Proxy client.  

 

Resources 

 

Books 

 

Small Business Specialist Primer & 70-282 Exam Preparation Guide!  (SMB Nation 
Press, Mulzer\Brelsford). This is the complementary book on which this study guide is 
based on. Do not attempt to pass the 70-282 exam based on this guide alone! 

 

Advanced Windows Small Business Server 2003 Best Practices (SMB Nation Press, 
Brelsford et al). A technical deep dive on Small Business Server 2003 written SBS MVPs 
and other experts in the SMB field. 

 

Small Business Server 2003 Best Practices (SMB Nation Press, Brelsford). A 
comprehensive technical book providing introductory and intermediate knowledge on 
Small Business Server 2003.  

 

Microsoft Small Business Server 2003 Unleashed (SAMS, Neale). A comprehensive 
technical book on Small Business Server, including MAC platform integration.  

 

Microsoft Windows Small Business Server 2003 Administrator's Companion 
(Microsoft Press, Russel et al). A technical book on installing and configuring Small 
Business Server 2003.  
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Dr. Tom Shinder's Configuring ISA Server 2004 (Syngress, Shinder). A technical 
deep dive on everything and more ISA Server 2004! 

 

Microsoft SQL Server(TM) 2005 Administrator's Pocket Consultant (Microsoft 
Press, Stanek) Covers the SQL Server 2005 platform. 

 

Microsoft Skills Assessments (Free)  

 
These assessments on the Microsoft Web site will provide you with a better insight in 
what area you may still have a weakness. Unfortunately, there is no test for ISA server 
on this site, so we added testing on Exchange Server for kicks! 
 
Microsoft Windows Small Business Server 2003 
http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#E2AAC  
 
Microsoft Windows Server 2003 
http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#E4BAC  
 
Microsoft SQL Server 2005 

http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#EWD  

 

Microsoft Exchange Server 2003 

http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#EIG 

 

Third-party Practice Tests (Fee) 

 
There are many choices of paid self-test exams available on the Web. We recommend 
the following companies: 

 

 www.selftestsofware.com 

 www.transcender.com 

 www.measureup.com 
 

Microsoft Training Search 

 
Web Seminars, Virtual Workshops and eLearning on the Microsoft Partner Program site. 
You will be surprised how much training material is available to you free, directly from 
Microsoft. 
 
http://www.msreadiness.com/TrainingSearch.asp  

http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#E2AAC
http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#E4BAC
http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#EWD
http://www.microsoft.com/learning/assessment/ind/windowsserver/default.mspx#EIG
http://www.selftestsofware.com/
http://www.transcender.com/
http://www.measureup.com/
http://www.msreadiness.com/TrainingSearch.asp
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Additional reading on the Web 

 

Introducing the Windows Server 2003 Operating Systems 

http://www.microsoft.com/windowsserver2003/evaluation/overview/family.mspx 

 

Windows Server 2003: Planning and Architecture 

Whitepapers and articles on Windows Server 2003: Planning and Architecture 

http://technet2.microsoft.com/WindowsServer/en/library/ab4cf247-21f2-4bd2-a2b8-

2de6998db01f1033.mspx?mfr=true  

 

Troubleshooting Strategies 

Links and information about troubleshooting 

http://technet2.microsoft.com/WindowsServer/en/library/8dd5dd9e-d163-4260-bc9d-

3286af55bad31033.mspx?mfr=true  

 

Tools and Settings Collection 

The following resources provide technical information about tools and settings related to 
Windows Server 2003 

http://technet2.microsoft.com/WindowsServer/en/library/74d58697-970a-45db-9139-

ebcd3db051181033.mspx?mfr=true  

 

Technologies Collections 

The following resource provides technical information on the following technology 

collections: Active Directory, Group Policy, Networking, Windows Security and 
others.  

http://technet2.microsoft.com/WindowsServer/en/library/74d58697-970a-45db-9139-

ebcd3db051181033.mspx?mfr=true  

 

Window Server 2003 DNS Integration with Active Directory 

http://www.microsoft.com/technet/community/events/ad/tnti-35.mspx 

 

Architectural Overview of the TCP/IP Protocol Suite 

http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfun
d_ch02.mspx  
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